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ABSTRACT

The increasing reliance on cloud-based Virtual Private Networks (VPNs) has
significantly improved the security and scalability of digital infrastructures. However,
the increasing complexity of these systems introduced new challenges in ensuring their
security, particularly in detecting anomalies such as unauthorized access, abnormal
traffic, and data breaches in real time. This research addressed the problem of
inadequate anomaly detection in the dynamic cloud VPN environments by
investigating the integration of Artificial Intelligence (Al) tools to enhance real-time
threat detection, using OwnCloud as a case study. The research aimed to identify
effective Al models for anomaly detection, develop a real-time Al-based prototype,
and evaluate its performance in detecting anomalies within cloud VPN traffic. Both
supervised and unsupervised machine learning techniques were explored, including
Isolation Forest and Long Short-Term Memory (LSTM) models. Simulated VPN
traffic data was generated using Mininet, and Apache Kaftka was employed to stream
this data in real time to a Spark-based Al detection engine. Anomaly detection outputs
were logged and visualized using the Kibana dashboard, while alerts were configured
to trigger based on spikes and deviations from normal traffic patterns. The prototype
demonstrated the feasibility of Al-based tools in identifying unknown and evolving
threats more effectively than traditional signature-based systems. Unlike conventional
methods that rely on historical data and static thresholds, the Al-driven system adapted
to emerging threat patterns and significantly reduced false positives. The comparative
analysis of Al models confirmed that the hybrid (LSTM + Isolation Forest) model was
the most effective Al-based approach for anomaly detection in simulated cloud VPN
traffic. It not only delivered superior performance metrics but also demonstrated
adaptability in real-world scenarios where labeled anomalies are scarce, and encrypted
traffic restricts payload inspection. The model recorded the highest Precision of 0.94,
Recall of 0.91, F1-Score of 0.92, and Accuracy of 0.93. The developed Al-based
prototype system effectively achieved real-time anomaly detection in OwnCloud VPN
traffic. Its hybrid architecture, based on LSTM and IF, delivered accurate, timely, and
interpretable results, hence validating its potential for integration into real-world cloud
security systems. The ROC curve for the real-time anomaly detection prototype
revealed exceptional performance, with an AUC score of 0.98 confirming its
effectiveness in distinguishing between normal and anomalous traffic. The findings
highlighted the potential of Al to improve the responsiveness and accuracy of intrusion
detection mechanisms in cloud-based environments. In conclusion, the research
successfully demonstrated that Al tools can enhance real-time anomaly detection in
the cloud VPNs, offering improved threat response and reduced false alarms. This
research will add to the existing knowledge of Al integration to improve the security
of cloud VPNs by exploring a case study in real life. It is recommended that future
implementations expand on this approach by integrating more advanced deep learning
models, refining real-time alert systems, and applying the solution to diverse cloud
platforms to further validate scalability and robustness.
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CHAPTER ONE

INTRODUCTION

1.1 Background of the study

Cloud-based platforms like ownCloud safely store, share, and provide collaboration
options for data online. Typically this is done via Virtual Private Networks (VPNs) that
provide an encrypted tunnel to the cloud (Backendal et al., 2024). However, VPNs are
more subject to security threats such as data loss, unauthorized access, and APTs
(advanced persistent threats) if they are not monitored properly. Hence, the need for
intelligent and automated security mechanisms has become critical. Common security
approaches, which utilize traditional rule-based tracking and detection, need to be
more aware of the more refined and evolving threats which extend to turning on alerts
once the attack has occurred (Backendal et al., 2024). These traditional rule-based
intrusion detection systems (IDS) are often limited by their inability to detect zero-day
threats or subtle anomalies in encrypted traffic (Markets and Markets, 2022).Artificial
Intelligence (Al), especially Deep Learning (DL), offers promising capabilities for
anomaly detection by learning from historical network patterns and detecting
deviations that may indicate security incidents.

The recent global cybersecurity reports reveal a surge in encrypted traffic being used
to mask threats such as malware, brute force attempts, and data exfiltration. The global
VPN market, valued at $44.6 billion in 2022, is projected to grow to $93.1 billion by
2027 (MarketsandMarkets, 2022). This is driven by cybersecurity concerns, remote
work, and strict data regulations. However, as VPN usage scales, the inability of

traditional security tools to inspect encrypted traffic effectively has become a critical



security concern. To counteract this, the security community is increasingly turning to
Artificial Intelligence (Al) tools, especially those leveraging unsupervised and deep
learning to analyze metadata features (e.g., packet size, flow duration, inter-arrival
time) instead of packet content (Ahmad et al., 2018). Such models can identify
abnormal behavior patterns, even when the data is encrypted.

Regionally, in Sub-Saharan Africa, cloud adoption has been on the rise, with nations
striving to digitize public services, finance, and education sectors. However, this
growth is not matched with proportional investment in cybersecurity infrastructure.
African enterprises face a growing threat from targeted ransomware and brute force
attacks due to underfunded and reactive cyber defenses. In particular, hybrid and

remote work settings expose enterprise VPN channels to exploitation.

In recent years, cyber threats in Africa have grown significantly, with 2024 seeing a
sharp rise in attacks targeting both individuals and organizations. According to
Kaspersky (2023), over 131 million web-based threats were detected across the
continent in 2024, marking a 1.2% increase compared to 2023. Businesses in particular
faced more frequent attacks, with Kenya, South Africa, and Morocco ranking as the
top three most affected countries in Africa. Kenya alone recorded nearly 20 million
attempted cyberattacks, followed by 17 million in South Africa and 12.6 million in
Morocco. A report released by NEW INTERPOL in 2025 highlighted Africa as having
the highest average rate of cybercrime in the world during 2023. Ransomware emerged
as one of the most prominent threats, with attacks frequently targeting critical
infrastructure, financial systems, and manufacturing operations. In South Africa, for
instance, Kaspersky documented around 300 ransomware attempts in just one week of

February 2023, underscoring the growing risk to national and business security.



In Kenya, the situation is equally concerning. The National Kenya Computer Incident
Response Team Coordination Centre (KE-CIRT/CC) reported that between October
and December 2024, the country experienced 34,784,028 brute-force attack attempts.
Although this represented a slight decline of 8.79% from the previous quarter, the
number still indicates a high and consistent threat level. These figures reveal a
troubling trend of escalating cyber threats across Africa. The growing sophistication
and frequency of attacks suggest an urgent need for enhanced cybersecurity strategies,
awareness, and tools including the integration of artificial intelligence (Al) for
proactive detection and mitigation of anomalies in real-time, especially in cloud-based
environments such as VPNSs. These attacks make systems vulnerable. Hence reason to

research on better anomaly detection systems.

Most of these attacks targeted critical information infrastructure sectors - specifically
government cloud systems and platforms that host sensitive user data. The attackers
exploited vulnerabilities in Remote Desktop Protocols (RDP), unpatched database
services, and weak authentication mechanisms (Communication Authority of Kenya
[CAK], 2024). Crucially, due to encrypted VPN tunnels and limited Deep Packet
Inspection (DPI) capability, most traditional systems failed to detect these attacks in
real time. These developments underscore the need for intelligent anomaly detection
models capable of working with encrypted traffic. Rather than relying on payload
inspection, modern detection must exploit flow-level metadata and time-dependent

behavioral patterns to flag anomalies.

This research addressed this critical need by proposing a hybrid Artificial Intelligence

(Al) model for real-time anomaly detection in VPN traffic directed to OwnCloud



services (Chukwuemeka et al., 2024). The solution integrates Isolation Forest (a
powerful unsupervised outlier detection algorithm) with Long Short-Term Memory
(LSTM), which can learn complex temporal sequences in traffic data. Apache Kafka
and Spark was used for real-time data streaming and processing. This research is
timely and relevant in the Kenyan context, where national cyber defenses face capacity
constraints. By focusing on Al detection system tailored for encrypted VPN traffic in
a cloud file-sharing environment, this research contributes a practical, scalable
solution with regional and global implications. This research examined an Al-powered
approach for real-time anomaly detection for VPN security enhancement in ownCloud.
It focused on how incorporating Al tools could enhance threat detection (Ji et al.,
2024).

1.2 Statement of the Problem

In Sub-Saharan Africa, the rapid digitization of public services, businesses, and
education has led to increased reliance on cloud-based platforms such as OwnCloud
for remote file storage, collaboration, and data access. These services are typically
secured through Virtual Private Networks (VPNs), which provide encrypted
communication channels. However, VPNs are increasingly vulnerable to a range of
sophisticated threats - including insider attacks, data breaches, and advanced persistent
threats (APTSs) - especially when real-time monitoring is limited or absent (Kurniabudi
et al., 2021) Organizations in resource-constrained environments often rely on
outdated rule-based Intrusion Detection Systems (IDS) that are ill-equipped to detect
subtle anomalies or zero-day threats in encrypted traffic. Moreover, existing detection
strategies are largely reactive and incapable of adapting to evolving attack vectors.

Despite the growing research on anomaly detection using Artificial Intelligence (Al),



many existing models are not tailored to the cloud VPN context or tested under
operational constraints common in African ICT environments. Real-time detection of
attacks is a challenging task, especially for hackers who often change their tactics of
performing an attack (Kumar et al., 2024).

These cloud-based platforms have become integral to Kenya’s digital economy as
well. They strive to provide for secure data sharing across government, academic, and
private institutions. Despite this, Kenya continues to face a high volume of
cyberattacks, particularly on systems running critical online information
infrastructure. From October to December 2024, KE-CIRT/CC identified over 34
million brute force attacks, mostly targeting cloud services and government data
repositories (CAK, 2024). Many of these attacks exploited gaps in encrypted VPN
tunnels and remained undetected until after systems were compromised. This research
seeks to address these gaps by developing a real-time anomaly detection prototype
using hybrid Al techniques, specifically targeting the OwnCloud VPN environment.
The research focuses on evaluating and deploying lightweight, efficient Al models
capable of detecting anomalies in encrypted VPN traffic, thus improving proactive
security monitoring for cloud infrastructure in Africa and in the globe.

The evaluation of the effectiveness of Al-based anomaly detection tools in real-time
scenarios in cloud VPNs like OwnCloud against traditional systems is also an
important area to research on. Focusing on setting up evaluation criteria and metrics
(e.g., accuracy, false-positive rate, detection latency) to compare the effectiveness of

Al models against existing rule-based systems will be of importance (Powers, 2020).



1.3 Purpose of the study

The purpose of this study was to explore and implement the integration of Artificial
Intelligence (Al) tools for real-time anomaly detection within cloud-based Virtual
Private Network (VPN) environments. Specifically, this research focused on
enhancing the security and reliability of platforms like OwnCloud, which rely on
VPN to facilitate secure access and data transmission. Traditional rule based intrusion
detection systems are mostly not reliable in detecting sophisticated and evolving
threats, particularly in encrypted traffic, as they are limited in adaptability and pattern
recognition (Younus & Alanezi, 2023).

Al techniques, including supervised, unsupervised, and deep learning models have
demonstrated great potential in identifying previously unseen anomalies by learning
from historical network behavior and generalizing to new threats (Kurniabudi et al.,
2021). This research aimed to apply such models to address the critical limitations of
conventional systems. By focusing on OwnCloud as a case study, the findings offer
real-world relevance and a potential blueprint for other cloud platforms. Organizations
will benefit from improved VPN security, reduced data breaches, and enhanced trust
in cloud solutions.

In this research, realistic cloud VPN traffic was created, Al models were used to detect
unusual activity, and then measured how well they performed based on accuracy, how
often they gave false alarms, and how quickly they detected threats. (Kumar et al.,
2024). By developing and testing the prototype system, the research offered a practical
solution that strengthens real-time threat detection and supports organizations
particularly in resource-constrained settings such as those in Sub-Saharan Africa with

more intelligent and adaptive cybersecurity tools (Kaspersky, 2023).



1.4 Objectives

General Objective
To design, implement, and evaluate a hybrid Al-based prototype for real-time anomaly
detection in cloud-based VPNs, with an aim of enhancing security in the OwnCloud
environment.
Specific Objective:
a) To examine and compare the most effective Al-models for anomaly detection
in simulated cloud VPN traffic.
b) To develop an Al-based prototype system for detecting anomalies in real-time
in OwnCloud VPN traffic.
c) To integrate Al-based tools to detect anomalies in a cloud-based VPN.
d) To evaluate the performance of the prototype in anomaly detection in cloud
VPN.
1.5 Research Questions
a) What are the most effective Al models to detect anomalies in the cloud VPN
traffic in real-time?
b) How can an Al-based prototype system be developed to detect anomalies in
real time within OwnCloud VPN traffic?
c) How can Al-based anomaly detection tools be integrated to detect anomalies
in cloud VPN in real-time?
d) How can the performance of the prototype be evaluated in detecting anomalies

in cloud VVPNSs?



1.6 Justification of the study

This research was driven by the rising incidence of cyber threats aimed at cloud
environments and the inadequate performance of conventional anomaly detection
methods. As cloud platforms like OwnCloud become increasingly popular in these
business environments, they are increasingly appealing targets for cybercriminals
looking to take advantage of weaknesses in network traffic (Zhen et al., 2025). While
existing security measures, such as Virtual Private Networks (VPNs), offer a degree
of protection, they are not immune to sophisticated attacks and often fall short in real-
time anomaly detection, which is crucial for preventing breaches and minimizing
damage. This research intends to deliver a scalable and accurate VPN security solution
using Al, which would directly help enterprises that use cloud platforms such as
OwnCloud. The findings will help to further academic knowledge and practical
applications in cybersecurity, ensuring more robust, intelligent, and adaptive security

mechanisms are put in place (Kurniabudi et al., 2021).



1.7 Limitations of the study

This research mostly relied on simulated VPN traffic data, which may not fully capture
the complexity of real-world scenarios. The evaluation of Al models may be
constrained by the available computational resources, which could impact model
training and testing (Paulikas et al., 2022). Integration analysis focused specifically on
OwnCloud, limiting generalizability to other cloud platforms. The research does not
account for the potential impact of emerging Al technologies developed after the

research is concluded.

1.8 Delimitation of the study

This research was restrained to anomaly detection in VPN traffic within the OwnCloud
environment. Only selected Al models, including machine learning and deep learning
techniques, were evaluated. The scope excluded the development of new Al
algorithms, focusing instead on the application of existing models. Security concerns
outside VPN traffic, such as endpoint vulnerabilities, were beyond the scope of this
research. By narrowing the focus to this specialized intersection of Al and cloud VPN
traffic, the research aimed to produce actionable insights that are both targeted and

highly relevant to organizations leveraging OwnCloud for secure data exchange.

1.9 Significance of the Study

This research has bridged the gap between Artificial Intelligence improvements and
practical cloud security applications. By focusing on OwnCloud - a widely adopted
open-source cloud storage platform - as a case study, the results have practical
applications and serve as a prototype for other cloud computing systems. This research

contributes to advancing cybersecurity practices by developing an Al-based real-time



anomaly detection prototype for cloud VPN environments, with a focus on OwnCloud
deployments. The integration of Al techniques offered a scalable, adaptive solution to
detect complex and evolving cyber threats in encrypted traffic - limitations that
conventional rule-based systems often fail to overcome (Zhen et al., 2025). The
outcomes of this research are expected to benefit a wide range of stakeholders.
Government Institutions: Public sector agencies managing critical infrastructure and
e-government platforms will benefit from enhanced national cyber resilience. The real-
time anomaly detection system supports proactive defense mechanisms in encrypted
environments, which are increasingly targeted by nation-state and criminal actors
(Kurniabudi et al., 2021). The private Sector Enterprises (e.g., Banks, Telecoms),
which frequently transmit sensitive data through cloud VPNs, will gain a more
intelligent defense against encrypted, zero-day, or insider attacks. Al models have
shown higher effectiveness than rule-based systems in identifying anomalies in

dynamic, encrypted network environments (Zhen et al., 2025).

The Cloud Service Providers that host collaborative platforms like OwnCloud can
integrate Al-driven anomaly detection into their service offerings, hence improving
threat analytics and securing user data in real time. Scalable detection solutions are
essential for maintaining customer trust and regulatory compliance. The Academic and
Research Communities will not be left behind. This research provides a foundational
reference for future research into hybrid Al models in cloud cybersecurity. It
contributes to bridging the gap between theoretical Al research and its real-world
deployment in cloud network security systems (Younus & Alanezi, 2023). By
addressing a critical and growing security concern with both academic depth and

practical implementation, this research supports the development of robust, intelligent,
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and adaptive anomaly detection mechanisms in cloud VPN environments, especially
In resource-constrained regions. By aligning emerging Al capabilities with pressing
cybersecurity challenges in the cloud environment, this will greatly contribute to both

academic discourse and industry best practices.

1.10 Assumptions of the study

The researcher assumed that the simulated VPN traffic data accurately represents
typical patterns and anomalies in cloud VPN environments. Al models can be
effectively adapted for real-time anomaly detection in OwnCloud’s architecture.
Organizations using OwnCloud prioritize security enhancements and are willing to
adopt Al-based solutions. The integration challenges identified will be applicable to

other cloud platforms with similar architectures.

11



1.11 Operational Definition of Terms

OwnCloud — Refers to a free software platform that can be used to create and manage
private cloud storage. It provides for file-sharing and collaboration capabilities while
retaining complete control over users’ data.

Machine Learning — Refers to algorithms and statistical models that allow computers
to learn from data fed to them and improve their own performance on tasks without
being specifically programmed for each one.

Cloud VPN Security — Refers to the use of a Virtual Private Network hosted in the
cloud to ensure secure, encrypted communication between users and cloud-based
services or networks.

Real-time Threat Detection — This refers to the ability to detecting and reacting to
cyber threats as they happen, without delays, to keep systems safe and minimize
damage.

Al-powered Anomaly Detection — Refers to the use of Al technology to recognize
unusual activities or behaviors that deviate from normal, which might be indicators of

attacks, system errors, and cyber threats.
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CHAPTER TWO

LITERATURE REVIEW

2.1 Introduction to Cloud Security and VPNs

The growing sophistication of cyber threats has rendered traditional rule-based
intrusion detection systems insufficient, particularly in cloud environments where
encrypted traffic and dynamic behavior are common (MarketsandMarkets, 2022).
Artificial Intelligence (Al) offers adaptive, data-driven solutions for real-time anomaly
detection, enabling systems to learn patterns and identify deviations without relying
solely on predefined patterns. This has opened new opportunities while introducing
new security and data privacy risks. Cloud platforms such as OwnCloud deliver
solutions tailored to an organization’s data independence and user protection priorities.
That is why such platforms typically use Virtual Private Networks (VPNS), to provide
encrypted tunnels that provide security to prevent the interception of sensitive
information in transmission (Alamleh et al., 2024) . However, VPN technology alone
cannot stand up to modern threat tactics. To actively counter evolving infiltration
methods real-time Artificial Intelligence-based anomaly identification is a critical line
of defense.

OwnCloud provides file synchronization and sharing capabilities with an emphasis on
privacy and data sovereignty, allowing organizations to retain full control over their
data. However, as with any cloud-based system, OwnCloud is susceptible to various
threats, including data breaches, unauthorized access, insecure APIs, and malware

propagation (Sun et al., 2021). A self-hosted cloud solutions like OwnCloud offer
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better control but require a proactive approach to security, including the deployment
of TLS encryption, robust password policies, and network isolation.

Security in OwnCloud must address both data-at-rest and data-in-transit. Encryption
is crucial for protecting sensitive files stored on OwnCloud servers. Moreover,
implementing role-based access control (RBAC) and logging every action performed
within the cloud environment is essential to ensure accountability and traceability. A
Virtual Private Network (VPN) adds a critical layer of defense by ensuring that data
transmitted between the client and OwnCloud server is encrypted. OpenVPN, due to
its open-source nature and strong community support, is often used alongside
OwnCloud for secure remote access. VPNs help reduce the attack surface by requiring
all users to connect through a secure gateway, thereby minimizing the risk of external

threats (Parmar et al., 2020).

The convergence of OwnCloud, VPN technologies, and cloud security practices
highlights the need for a multi-layered, integrated defense strategy. VPNs are more
than just access tools, they serve as foundational components in ensuring the
confidentiality and integrity of data interactions with OwnCloud. When combined with
real-time monitoring, Al-driven anomaly detection, and robust encryption, these
technologies can significantly mitigate the risks inherent in self-hosted cloud
environments (Chukwuemeka et al., 2024). Continued research and implementation of
best practices are essential to securing OwnCloud deployments in an increasingly

hostile cyber threat landscape.
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Theoretical Framework (Key Theories and Concepts)

Detecting anomalies in cloud VPN traffic involves multiple concepts from
cybersecurity, artificial intelligence, and data processing systems. To identify
anomalies within a dataset, it is essential to recognize any deviations from expected
behavior. In the context of cloud VPNs, anomalies in network traffic may signal
possible security breaches, unauthorized access, or misuse, highlighting the
importance of this aspect (Rahman et al., 2022). Increasingly, the need for Al-based
solutions to learn and adapt to new attack vectors has become critical. The traditional
rule-based intrusion detection systems (IDS) are usually not able to keep up with the
pace of these evolving threats. These traditional rule-based intrusion detection systems
(IDS) operate by analyzing network traffic and system activities against a predefined
set of rules or known signatures of malicious behavior. These systems are designed to
detect and alert intrusions, helping to mitigate potential damage from hacking attempts
or unauthorized access to sensitive computer and network systems. However, they lack
the ability to detect anomalies in real-time. Signature-based detection systems detect
attacks based on previously identified patterns. While they are effective against known
threats, these systems are insufficient for recognizing unknown threats or advanced
persistent threats (APTs), making them inadequate in cloud environments where attack
strategies can change rapidly (Rahman et al., 2022).

This research is built on several key theories that explain how and why Al models can
detect unusual or suspicious activities in VPN networks in real-time. The Anomaly
Detection (Outlier Detection) Theory. States that in any dataset, there are data points
that don’t behave like the rest. These "outliers" are often signs of abnormal events or

security threats. For instance, in VPN traffic, most user activities follow predictable
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patterns so when an unusual spike in data flow or a strange login attempt occurs, it can
be flagged as an anomaly. Models like Isolation Forest work on this principle. They’re
designed to quickly isolate and identify these outliers, even in complex datasets with
many features (like network traffic logs). This makes them effective for spotting
sudden, unexpected activities in VPN environments.

The Time-Series and Sequence Modeling Theory states that since VPN traffic flow
over time, it’s important to consider the sequence of activities. Time-series modeling
is about using historical data to predict what should happen next. When things don’t
follow this expected pattern, it’s a sign of a potential anomaly. This is supported by
(Boniol et al., 2024) in their research. The LSTM model is excellent at learning and
remembering these sequences. They can track how normal user behavior unfolds over
time and detect when something unusual happens, like a user logging in at odd hours
or data being sent in an irregular pattern.

An ensemble Model Learning Theory states that no single model is perfect. Ensemble
Learning enables combining multiple models to get better results. Different models
have different strengths, so combining them can balance out their weaknesses. This
was strongly supported by (Liu et al., 2025) in their research. This encouraged, the
researcher to combine LSTM and Isolation Forest to create a hybrid model that
performed better than the individual models on their own. LSTM’s ability in
understanding sequences and patterns over time, with Isolation Forest’s quick way of
spotting outliers, together, provided a stronger, more reliable anomaly detection
system that captures both gradual anomalies and sudden anomalies.

According to Jimmy (2022), the Zero Trust Security Model Theory states that no

device or user is trusted automatically, even if they’re inside the network. Every action
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must be continuously verified to ensure it’s legitimate. Anomaly detection fits
perfectly into this approach. Even after a user log into a VPN successfully, their
behavior must still be monitored. AI models ensure that any strange or suspicious
activity is flagged immediately, adding an extra layer of verification beyond passwords
and access controls.

The Defense-in-Depth Principle which is about not relying on a single layer of
security, instead multiple layers are used so that if one fails, others still provide
protection. In this research, Al anomaly detection works alongside traditional security
tools like Wazuh and Zeek. While Wazuh looks for known attack patterns (signatures),
Al models are constantly analyzing behavior to spot new or unknown threats. This
layered approach ensures a more comprehensive security system for cloud VPNs.
The Real-Time Data Processing and Streaming Theory guides how the VPN traffic
generates large amounts of data continuously. To detect anomalies in real-time, the
system must be able to process this data stream quickly and efficiently (Renza, 2025).
The Lambda Architecture concept also explains how to handle real-time and batch data
processing together. In this research, tools like Apache Kafka and Apache Spark
Streaming (for real-time processing and streaming) were used to ensure that anomalies
are detected as they happen, not after the fact.

In summary, all these theories work together to support the research. Outlier detection
and sequence modeling help in identifying anomalies. Combining different models
through ensemble learning improves detection accuracy. Zero Trust and Defense-in-
Depth ensure a layered, vigilant security approach. Finally, real-time data processing

enables the system to respond to threats instantly. This theoretical framework shown
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in Figure 1 guided the choice of Al models, system architecture, and deployment
strategies throughout this research.

Figure 1
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2.2 Al Models for real-time anomaly detection

2.2.1 Supervised Al Models

Supervised learning is a subset of machine learning where algorithms are trained on
labelled data sets. In the context of cloud VPNSs, supervised Al models learn from
historical data that have been annotated with security events, categorizing traffic as
normal or anomalous. This approach supports the detection of abnormal patterns that
deviate from established baselines and typical user behavior. The supervised learning

algorithms, like support vector machines (SVMs) and decision trees, have shown great
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potential in anomaly detection (Kumar et al., 2024). They can effectively be used in
network security for identifying known attack signatures (Sun et al., 2021). The
models need to be trained on labelled datasets to learn specific patterns. These models
perform well in structured environments but often require extensive labeled datasets,
which can be difficult to obtain in real-world VPN traffic. However, their reliance on
labeled data limits their capability to detect new or sophisticated threats that do not
conform to known attack patterns. In the context of cloud VVPNs, where it is necessary
to analyze encrypted traffic without decryption, the applicability of these models is
limited (Smith et al., 2022). Logistic Regression, a statistical model that uses a logistic
function to model a binary dependent variable (e.g., normal vs. anomaly). It can
classify connection logs as normal or suspicious based on features such as packet size,
duration, IP reputation, or login frequency. However, it requires a labelled VPN traffic
logs (e.g., 0 = normal, 1 = anomaly) dataset. Evaluation metrics like Accuracy,
Precision, Recall, and F1-Score via a confusion matrix are critical in checking the
effectiveness of the model (Chukwuemeka et al., 2024). Logistic Regression is known
to be fast and interpretable, however it only handles linear relationships which restrains
it in anomaly detection in VPNSs. Decision Trees (DT) model builds a tree-like model
of decisions based on input features (Hagemann & Katsarou, 2020). It could classify
anomalies based on patterns such as repeated failed logins or off-hours usage. It uses
labelled datasets as well which includes VPN logs with labeled anomalies (e.g., using
timestamps, protocols, user ID). To evaluate the model, measures of tree depth, and
ROC-AUC score are used. Decision Trees is good for rule-based logic, however, it
over-fits easily without pruning hence not suitable for anomaly detection in VPN

traffic (Chukwuemeka et al., 2024).
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Random Forest (RF) model is an ensemble of decision trees with random feature
selection for robustness. It has the ability to detect patterns across multiple dimensions
like frequency of access, bytes transferred, or connection duration. RF uses labeled
traffic data from Wazuh or Zeek logs and it’s evaluated by use of Out-of-Bag (OOB)
score, ROC curve, and Confusion Matrix. RF is high in accuracy and less overfitting.
However it has lower interpretability and is slower in training making it unfit for
anomaly detection in the cloud environment (Jordan et al., 2025). Support Vector
Machines (SVM) model on the other hand finds the optimal hyperplane to separate
classes. It’s effective in binary classification of subtle anomalies, such as latency
spikes or encrypted command-and-control patterns. SVM is trained on normalized
feature vectors from NetFlow logs and evaluated using Precision-Recall Curve, F1-
Score, and Hyperparameter tuning using grid search. SVM s effective in high-
dimensional spaces, however poor in scalability with large datasets. Artificial Neural
Networks (ANN) model mimics biological neurons to model complex relationships.
ANN has ability to detect patterns like login behavior, packet payload frequency, or
traffic volume deviations (Jordan et al., 2025). It requires preprocessed and scaled logs
split into training, validation and test sets. To evaluate the model, the loss vs. epoch
plots, F1-Score, and Precision-Recall are used. ANN has ability to capture non-linear

relationships, however it requires large labeled datasets and is less interpretable.
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2.2.2 Unsupervised Al Models

Unsupervised learning helps identifies patterns without doing prior labeling. This
makes it suitable for detecting unknown or novel attacks. Isolation Forest, K-Means,
and One-Class SVM are commonly applied in this category. Isolation Forest detects
rare behaviors in large datasets by isolating anomalies faster than tree-based methods
(Chua et al., 2024). These models are very useful in cloud VPNs where labeled data is
scarce, and traffic is encrypted, making payload inspection impractical (Chen et al.,
2021). Unsupervised machine learning models are of great importance in detecting
anomalies within cloud-based VPN environments, especially when labeled datasets
are scarce or unavailable. These models learn the inherent structure of data, identifying
deviations that may signify security threats or system malfunctions. The Isolation
Forest algorithm works by isolates anomalies instead of profiling normal data points,
making it very effective for detecting outliers in network traffic that deviate from
normal patterns. A good example is to use Isolation Forest to detect traffic patterns
that deviate significantly from the historical "normal™ traffic behavior.

The One-Class SVM, an unsupervised anomaly detection algorithm, works by learning
the boundary of normal data points and classifying anything outside of that boundary
as anomalous. Like the use of a One-Class SVM to detect new types of attacks based
on traffic patterns that are significantly different from the majority of normal traffic.
The Autoencoders for Anomaly Detection, are neural networks designed to learn a
compressed representation of input data (encoding) and reconstruct the original data
(decoding) (Hong et al., 2023). A large reconstruction error indicates an anomaly. The
Autoencoders can be used to learn the normal traffic patterns and detect anomalies

when the reconstruction error is high. Clustering Techniques group similar data points
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together based on their features. Clustering can help identify groups of normal and
anomalous behaviors without needing labels (Prasad et al., 2024). K-Means Clustering
algorithm divides data into K clusters based on the similarity of their features. On
cloud VPN traffic data K-Means groups users or sessions with similar behaviors.
Anomalies will be those data points that don't fit well into any cluster. K-Medoids is a
clustering algorithm as well that selects actual data points as the centers of clusters. It
is more robust to outliers than K-Means and can be used to find abnormal behaviors.
Applying K-Medoids to identify groups of normal behavior in the VPN network and
flag any traffic that doesn't fit into any of the identified clusters (Prasad et al., 2024).

These K-Means clustering and Isolation Forests, unsupervised learning methods, no
longer require labeled datasets and may discover outliers based on deviations from
regular data behavior (Alam & Karim, 2022). Isolation Forests are especially well-
desirable for anomaly detection as they work through isolating anomalies through
recursive partitioning. This method makes them faster and much less memory-
intensive, allowing for real-time analysis. The unsupervised models offer flexibility in
detecting new or formerly unseen sorts of anomalies in cloud environments like
OwnCloud. Integrating those models guarantees that the system can adapt as new

attack patterns evolve without substantial retraining (Patel et al, 2024).
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2.2.3 Deep Learning Models

Deep learning models are mostly useful for complex data patterns and large volumes
of data. They can learn to detect anomalies in network traffic, even when patterns are
subtle (Hong et al., 2023). Convolutional Neural Networks (CNNs) models are
typically used for image processing, CNNs can also be applied to sequence data, such
as time-series traffic patterns or multi-dimensional network features. CNNs can help
detect spatial or temporal anomalies in complex data (Vikram & Mohana, 2020).
CNNs can be used for detecting complex attack patterns such as DDoS attacks, where
the traffic pattern is intricate and non-linear. Autoencoders (for Deep Learning) are
particularly useful when the dataset is large and highly complex, as they can learn a
compressed representation of normal behavior and detect deviations. They can be
trained to detect unusual patterns in network traffic based on time-series data, such as
irregularities in the packet size, frequency, or source IP (Chukwuemeka et al., 2024).
A Model such as Long Short-Term Memory (LSTM) networks is capable of learning
temporal and non-linear patterns in network traffic data. It has the ability to detect
anomalies over time, such as DDoS attempts or slow data exfiltration. LSTM is
especially effective in time-series analysis, which aligns with how VPN traffic flows
over time (Chen et al., 2021). LSTM has shown strong performance in detecting slow,
stealthy attacks by analyzing sequential patterns in traffic logs (Younus & Alanezi,
2023). Its effectiveness is evaluated using prediction error thresholds, AUC, Mean
Squared Error (MSE) on sequence predictions. The model prides in temporal
dependencies, making it a suitable model for this research on anomaly detection in

cloud VPNSs.
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Table 2. 1

Performance Metrics used in Evaluations

Metric Purpose Best For

Accuracy Overall correct predictions Balanced datasets

Precision True positives among predicted positives Minimizing false alarms
Recall True positives among all actual positives Catching all anomalies
F1-Score Harmonic mean of precision and recall Imbalanced datasets
ROC-AUC Trade-off between TPR and FPR General model performance

Confusion Matrix

TP, FP, TN, FN breakdown

Detailed classification overview
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LSTM has the ability to capture Temporal Dependencies. LSTM is specifically
designed for time-series or sequential data, making it ideal for analyzing logs or traffic
flows in the order they occurred. This is particularly useful in identifying patterns like,
slow data exfiltration, multi-step attacks, and persistent login anomalies over time.
Sometimes cases like brute-force attack may look normal if individual attempts are
isolated, but LSTM can detect the overall suspicious pattern due to memory of
previous states. LSTM also has proven performance in encrypted and Cloud Traffic.
Recent studies have shown LSTM’s superior performance in detecting anomalies in
VPN and encrypted traffic (Jordan et al., 2025). It was highlighted as a model with
higher recall and lower false positives compared to classical ML models (Hong et al.,
2023).

These deep learning approaches, such as Autoencoders and Long Short-Term Memory
(LSTM) networks, are highly effective for processing high-dimensional data and time-
series analysis. Autoencoders learn data representations by compressing and
reconstructing input data, allowing them to detect anomalies when reconstruction
errors exceed a predefined threshold (Chen et al., 2021). This makes them valuable for
analyzing VPN traffic, which often includes complex, multi-feature datasets. These
deep learning approaches, such as Autoencoders and Long Short-Term Memory
(LSTM) networks, are highly effective for processing high-dimensional data and time-
series analysis. Autoencoders learn data representations by compressing and
reconstructing input data, allowing them to detect anomalies when reconstruction
errors exceed a predefined threshold (Chen et al., 2021). This makes them valuable for
analyzing VPN traffic, which often includes complex, multi-feature datasets. These

deep learning approaches, such as Autoencoders and Long Short-Term Memory

25



(LSTM) networks, are highly effective for processing high-dimensional data and time-
series analysis. Autoencoders learn data representations by compressing and
reconstructing input data, allowing them to detect anomalies when reconstruction
errors exceed a predefined threshold (Chen et al., 2021). This makes them valuable for
analyzing VPN traffic, which often includes complex, multi-feature datasets. These
deep learning approaches, such as Autoencoders and Long Short-Term Memory
(LSTM) networks, are highly effective for processing high-dimensional data and time-
series analysis. Autoencoders learn data representations by compressing and
reconstructing input data, allowing them to detect anomalies when reconstruction
errors exceed a predefined threshold (Chen et al., 2021). This makes them valuable for
analyzing VPN traffic, which often includes complex, multi-feature datasets. These
deep learning approaches, such as Autoencoders and Long Short-Term Memory
(LSTM) networks, are highly effective for processing high-dimensional data and time-
series analysis. Autoencoders learn data representations by compressing and
reconstructing input data, allowing them to detect anomalies when reconstruction
errors exceed a predefined threshold (Chen et al., 2021). This makes them valuable for
analyzing VPN traffic, which often includes complex, multi-feature datasets. These
deep learning approaches, such as Autoencoders and Long Short-Term Memory
(LSTM) networks, are highly effective for processing high-dimensional data and time-
series analysis. Autoencoders learn data representations by compressing and
reconstructing input data, allowing them to detect anomalies when reconstruction
errors exceed a predefined threshold (Chen et al., 2021). This makes them valuable for
analyzing VPN traffic, which often includes complex, multi-feature datasets. LSTM is

good at modeling context and behavior unlike traditional models like Logistic
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Regression or SVM that only work on individual samples and lack context (Hong et
al., 2023). LSTM networks learn contextual relationships over time, like the normal
vs abnormal login times, typical data transfer sequences and irregular timing between
user activities. LSTM stands out for it’s compatible with real VPN traffic logs. VPN
logs often contain timestamps, user session durations, protocol usage patterns, etc.
These sequential attributes map naturally to LSTM input formats (e.g., sliding
windows of log events) (Hong et al., 2023). Many open-source intrusion detection
tools like Zeek and Wazuh export data compatible with LSTM-friendly structures
(CSV/JSON time-series).

In conclusion, LSTM is a reliable and appropriate choice for the OwnCloud VPN
anomaly detection research. It balances research innovation with practical relevance
and is well-supported by current literature and tools. Traditional intrusion detection
systems (IDS) are proving insufficient due to the complexity and encryption of modern
VPN traffic (Sun et al., 2021). Deep learning models, particularly Long Short-Term
Memory (LSTM) networks, have demonstrated effectiveness results in identifying
sequential traffic anomalies by learning temporal patterns (Chen et al., 2023). In
research novelty and depth, LSTM adds academic depth to your work since it's a form
of deep learning with more complexity and flexibility (Acharya et al., 2023). It can
explore hyper parameter tuning (e.g., number of hidden layers, sequence length), and

use of bidirectional LSTM for better context capture.
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2.3 Hybrid Prototype for anomaly detection in cloud VPN

Individual AI model types have their own strengths and weaknesses. It has been noted
that supervised models provide classification precision when labels are available,
whereas the unsupervised methods detect novel attacks. The deep learning models also
offer scalability and accuracy in complex environments. But the hybrid models -
combining unsupervised feature extraction with supervised classifiers or embedding
deep learning into anomaly filters —become superior models in cloud VPN contexts
(Kurniabudi et al., 2022). A hybrid prototype combining LSTM and Isolation Forest
(IF) for anomaly detection in cloud VPN traffic is expected to perform better in
anomaly detection in cloud environment. This is because it combines temporal
sequence modeling (LSTM) with outlier detection power (Isolation Forest) this is
expected to producing a system that is more accurate, adaptable to unlabeled data and
is resilient to unknown or novel attacks. This proposed ensemble anomaly detection
pipeline will integrate LSTM that captures temporal dependencies in VPN traffic and
Isolation Forest which detects statistical anomalies in the output of the LSTM e.g.,
reconstruction errors or hidden representations (Chen et al., 2023). In cases of slow
data exfiltration over encrypted VPN, LSTM will learn typical data flow as IF spots
unusual deviations. For compromised credentials & login patterns, LSTM will be able

to see login sequences as IF detects abnormal timing/IP.
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2.4 Integration of Al-based tools to detect anomalies in cloud VPN

Threat detection in cloud environments, particularly in Virtual Private Networks
(VPNs), has become an increasingly important area of study. The integration of Al-
based anomaly detection tools to identify cybersecurity threats being one of the
growing areas of interest. The increase in cyberattacks, complexities of cloud
infrastructures and the demand for real-time detection are key areas of interest. Cloud
VPN also must secure the tunneling of data between users and cloud-based users, such
as OwnCloud (Sun et al., 2021). Nonetheless, attackers can still take advantage of
vulnerabilities in VPNs. Traditional security models and signature-based
detection/rule-based security systems have lost their effectiveness against highly
sophisticated advanced attacks. (Chen et al., 2021) investigated methods for analyzing
encrypted traffic in VPNs, with a focus on identifying potential vulnerabilities.
However, did not discuss the integration of Al tools for real-time anomaly detection in
cloud-based VPNs like OwnCloud, nor the challenges of real-time traffic analysis in
such environments.

Real-time anomaly detection requires robust data streaming and processing
capabilities. Apache Kafka serves as a reliable data streaming platform that can collect,
stream, and distribute large volumes of data from OwnCloud’s activity logs. Apache
Spark, integrated with Kafka, can process these data streams with minimal latency,
applying Al models to detect anomalies as they occur (Renza, 2025). Kafka and Spark
Integration: Kafka’s distributed messaging capabilities ensure that data is readily
available for real-time analysis. Spark, with its support for structured streaming, can

process these messages efficiently, apply machine learning models, and generate alerts
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(Smith et al., 2022). This combination is powerful for deploying real-time anomaly

detection solutions, as it maintains high throughput and low latency.

Johnson and Lee (2022) focused their research on the use of real-time streaming
frameworks (Apache Kafka, Apache Spark) for Al applications, enhancing data flow
and analysis. However, it lacks integration of these frameworks with AI models for
anomaly detection in cloud VPNs; and doesn't address specific use cases in VPN
security. Integrating Al tools into the OwnCloud environment presents unique
challenges. Compatibility with existing APIs and ensuring that Al processing does not
impact the performance of core services are key considerations. The integration must
also ensure data security during transit between OwnCloud, Kafka, and Spark. Using
encrypted channels (e.g., SSL/TLS) and ensuring proper authentication mechanisms
Is essential for maintaining a secure environment (Patel et al, 2024).

Current State of Research

It was noted that key studies have explored various Al techniques applied to network
traffic analysis. Supervised learning algorithms, like support vector machines (SVMs)
and decision trees, have effectively identified known attack signatures but are limited
by their reliance on labeled datasets (Sun et al., 2021). Unsupervised methods, such
as K-Means clustering and Isolation Forests, have as well been utilized to detect
anomalies without prior training, making them suitable for unknown threats (Younus
& Alanezi, 2023). Deep learning techniques, including Autoencoders and long short-
term memory (LSTM) networks, were highlighted for handling complex, high-
dimensional data (Chen et al., 2021). These studies have previously used simulations

of network traffic analysis. Researchers such as Patel (2023) have also recommended
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for research in the integration of data streaming frameworks like Apache Kafka and
Apache Spark for real-time analytics.

Gaps in the Literature

Despite the extensive body of research dedicated to network anomaly detection,
significant gaps persist, particularly in the domain of cloud-based Virtual Private
Networks (VPNs) that are integrated within broader cloud infrastructure platforms.
Much of the existing literature focuses on generic anomaly detection models without
addressing the unique operational dynamics, security requirements, and latency
sensitivities of cloud VPN environments. Furthermore, some studies have explored the
potential of artificial intelligence (AI) tools in these contexts (Chukwuemeka et al.,
2024). However, limited attention has been given to the challenges of integrating such
tools in a manner that preserves real-time responsiveness and avoids degradation of
service performance. The complexity of deploying Al-based anomaly detection -
especially in high-throughput environments such as cloud VPNs - introduces practical
concerns related to computational overhead, false positive rates, and system scalability
(Vikram & Mohana, 2020). This research seeks to bridge these critical gaps by
conducting a comparative evaluation of multiple Al-based anomaly detection
algorithms, with a particular emphasis on their real-time performance, accuracy, and
system compatibility. Additionally, it explores the practical integration of these tools
within the OwnCloud environment, aiming to deliver a secure and responsive anomaly
detection framework tailored to the specific demands of cloud VPN operations

(Rahman et al., 2022).
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2.5 Evaluation of Al Models and Tools in Anomaly Detection

Studies indicate that various Al models exhibit different levels of effectiveness for
real-time anomaly detection. Autoencoders: These models demonstrate high precision
and can identify previously unseen patterns, but they necessitate meticulous threshold
tuning to reduce false positives (Alam & Karim, 2022). LSTM Networks, effective for
time-series anomaly detection but resource-intensive (Chen et al., 2021). Isolation
Forests, quick and lightweight, suitable for initial screening but less effective for
complex anomalies (Smith et al., 2022).

These models utilize historical data, statistical analysis, and learned behaviors to
differentiate between normal and abnormal activities. The evaluation of Al models in
anomaly detection often involves the use of several key performance metrics.
Accuracy is a measure of how well the model detects true positive and true negative
anomalies. However, accuracy can be misleading if the dataset is imbalanced (i.e.,
when the number of normal activities significantly exceeds anomalous ones).
Precision and Recall: Precision measures the ratio of true positive predictions to the
total number of positive predictions made by the model. Recall, on the other hand,
measures the ratio of true positive predictions to the actual number of true anomalies
present in the data (Powers, 2020). These two metrics help us understand the trade-off
between false positives and false negatives. F'/-Score provides a balanced measure of
a model’s performance, particularly when the classes are imbalanced.

2 x (Precision x Recall)

F1-S =
core Precision + Recall

Equation 2.1: F1-Score
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Precision gives the ratio of correctly predicted positive observations to the total
predicted positives: Precis TP
recision = ——
TP + FP

Equation 2.2: Precision

TP = True Positives gives (correctly identified anomalies). FP = False Positives
(normal traffic incorrectly identified as anomalies). Recall (or Sensitivity) gives the
ratio of correctly predicted positive observations to all actual positives (all actual

anomalies)

TP

RBCELH = m

Equation 2.3: Recall

Note: True Positives (TP) gives the number of anomalous (attack) traffic instances
correctly detected by the Al model, whereas False Positives (FP) gives the number of
normal traffic instances incorrectly classified as anomalous by the Al model. False
Negatives (FN) gives the number of anomalous (attack) traffic instances missed by the
Al model, whereas True Negatives (TN) gives the number of normal traffic instances
correctly classified as normal by the Al model (however, they are not directly used in
F1-Score calculation) (Powers, 2020). Receiver Operating Characteristic (ROC) and
Area Under the Curve (AUC): The ROC curve plots the true positive rate against the
false positive rate at various threshold settings. The AUC provides an aggregate
measure of the model's ability to distinguish between classes (normal vs. anomalous
traffic). Detection Latency is crucial in real-time applications like cloud-based VPN,
where minimizing detection delay is vital to stop an ongoing attack. Models with high

detection latency can fail to detect threats in time, reducing their efficacy.

33



Rahman et al. (2022) applied supervised learning techniques to detect anomalies in
cloud VPN traffic, achieving promising results in identifying unauthorized access
attempts, although the approach was limited by the necessity of labeled training data.
A combination of these models, such as integrating LSTM networks for sequential
analysis and Isolation Forest for anomaly reconstruction, provides a robust multi-layer
detection framework that balances accuracy and processing efficiency.

According to Chua et al. (2024), the choice between Isolation Forest and Autoencoders
hinges on the specific requirements of the anomaly detection task. Isolation Forest is
preferable when quick deployment and low computational overhead are priorities,
when the dataset is large, primarily numerical, and lacks complex relationships.
Whereas, Autoencoders is advantageous when the data exhibits complex, non-linear
patterns; when high detection accuracy is paramount, and when computational

resources are available.
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Table 2. 2

Model Comparison
Criterion Isolation Forest (IF) Autoencoder (AE)
Computational Efficiency High (linear time complexity) Moderate to Low (depends on architecture complexity)
Handling of Data Types Primarily numerical Numerical, categorical, and time-series
Detection of Complex Anomalies Strong capability Limited
Ease of Implementation Simple Requires expertise in neural networks
Scalability Excellent Good, but resource-intensive
Performance Variability May vary across datasets Generally consistent with sufficient data
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Due to these findings, Isolation Forest will be the more suitable unsupervised model
that will be integrated with LSTM for the hybrid prototype for anomaly detection in

the cloud VPN.

2.6 Relevance of Previous Research to this Study

Key studies by Patel (2024) and Rahman et al. (2022) are highly relevant to this
research as they provide insights into integrating Artificial Intelligence with data
streaming platforms such as Apache Kafka and Apache Spark. This research builds
upon previously done work by extending the analysis to include practical integration
challenges within OwnCloud. Additionally, findings from (Chen et al., 2023)
regarding the use of LSTM networks for sequential data analysis and
recommendations for real-time streaming are incorporated into this research’s

framework.
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Table 2. 3

Knowledge gap
Researcher(s) Focus Findings Knowledge Gap Areas
Patel (2024) Challenges in Discusses challenges in deploying and Does not address specific anomaly

integrating Al models
with cloud
environments

managing Al models in cloud
environments, including scalability and
security concerns.

detection use cases in cloud VPNs,
especially with regards to real-time
detection and the privacy concerns
around encrypted traffic.

Chen et al.
(2023)

Performance of deep
learning models (e.g.,
LSTM) for sequential
anomaly detection

LSTM performs well in sequential
anomaly detection but requires high
computational resources.

Limited comparative analysis between
deep learning and lighter models (e.g.,
isolation forests) in cloud VPN-
specific traffic.

Johnson and

Real-time data

Focuses on the wuse of real-time

It lacks integration of these frameworks

Lee (2022) streaming with Apache streaming frameworks (Apache Kafka, with Al models for anomaly detection
Kafka and Spark for Al Apache Spark) for Al applications, in cloud VPNs; and doesn't address
applications enhancing data flow and analysis. specific use cases in VPN security.

Zhang et al. VPN security and Investigates methods for analyzing Does not discuss the integration of Al

(2021) encrypted traffic encrypted traffic in VPNs, with a focus tools for real-time anomaly detection in
analysis on identifying potential vulnerabilities.  cloud-based VPNs like OwnCloud, nor

the challenges of real-time traffic
analysis in such environments.
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Researcher(s)

Focus

Findings

Knowledge Gap Areas

Alam and
Karim (2022)

Al-driven anomaly
detection in network
traffic

Explores various Al techniques (SVM,
decision trees, neural networks) for
anomaly detection in network traffic
analysis.

Limited focus on real-time detection in
cloud environments like VPNs; lacks
detailed evaluation of cloud-specific
constraints like latency and scalability.

Rahman et al.
(2022)

Al in cloud security:
Anomaly detection and
VPN traffic analysis

Focuses on Al models for anomaly
detection in cloud security, particularly
for VPN traffic analysis.

Limited focus on real-time anomaly
detection in the context of cloud VPNs
(such as OwnCloud); lacks details on
integrating Al tools effectively for
scalability and performance.
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2.7 Conceptual Framework

This research synthesizes the existing theories, including the Zero Trust Model and
anomaly detection frameworks, into a conceptual model for integrating Al-based
anomaly detection in OwnCloud. The framework illustrates how Al tools (such as
Hybrid model (LSTM, Isolation Forest) are integrated into a Cloud VPN environment
(OwnCloud) to detect anomalies in real time, improve security, and reduce risks of
unauthorized access. The Independent variables entailed Packet flow logs, User login
patterns, File access logs, unauthorized access, Data exfiltration attempts, and DoS -
like traffic spikes. This research leverages a combination of AI models for detecting
unseen anomalies, LSTMs for analyzing sequential data, and Isolation Forests for
initial anomaly screening (Alam & Karim, 2022). Apache Kafka was used for real-
time data streaming, while Apache Spark processed the data and applied Al models for

anomaly detection (Johnson & Lee, 2022).
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Table 2. 4

Conceptual Framework Components

Layer

Description

Input Layer (Independent
Variables / Predictors)

Process Layer (Al Models /
Middleware)

Output Layer (Dependent
Variables / Outcomes)

External Interfaces

The components feeding into the anomaly detection system:
a) Simulated VPN Traffic Data (Packet flow logs, User login patterns, File access logs).
b) Network Environment (OwnCloud Server, OpenVPN Configuration, Client Nodes).

c) Anomaly Types (for labeling/testing) — (Unauthorized access, Data exfiltration
attempts, DoS - like traffic spikes).

This is where the core of the prototype system operates:

a) Data Preprocessing Module — (Normalization, Feature extraction, Time-series
conversion).

b) AI Model(s) - Isolation Forest (unsupervised), LSTM (deep learning), Hybrid (LSTM
+ Isolation Forest), Anomaly scoring & thresholding.

c) Streaming/Processing Platform - Apache Kafka (streaming), Apache Spark (real-time
processing).

Detected Anomalies (binary or labeled)
a) Model Evaluation Metrics — (Precision, Recall, Accuracy, F1-Score, ROC Curve).
b) System Performance — (Detection latency, Real-time responsiveness).

a) SIEM / Visualization Layer - Kibana dashboards, and Alerts via Wazuh/ELK.
b) Security Response - Alerts to administrators, Logging events for forensic analysis.
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Figure 2

Conceptual Framework

Independent Variables

Packet flow logs, User login Dependent Variables
patterns, File access logs).
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traffic spikes). responsiveness).
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Time-series conversion). Results
Al Model(s) Visualization
Apache Kafka (streaming), Apache
Spark (reaHime processing)

|
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2.8 Summary

The integration of Al tools for real-time anomaly detection in cloud VPN, specifically
within the OwnCloud environment, offered a promising potential for enhanced
security. Leveraging the strengths of advanced models like Isolation Forest and LSTM
models, supported by real-time processing frameworks like Apache Kafka and Spark,
created an inclusive solution that adapts to emerging threats. The challenges of
integration, like APl compatibility and performance impacts, was addressed through
modular, scalable designs (Renza, 2025). This approach did not only reinforce data

protection but also, paved the way for future innovations in Al-driven cloud security.
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Several studies endorse Al models on standard datasets. However, few explore their
real-time integration in cloud VPN environments like OwnCloud. This research aimed
at filling that gap by evaluating model performance (accuracy, latency, false-positive
rate) in a simulated VPN scenario (Powers, 2020). By developing a hybrid prototype
tailored to encrypted real-time traffic in the cloud VPN, it was for sure a big contributor

to a more secure cloud infrastructure.
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CHAPTER THREE

RESEARCH METHODOLOGY

3.1 Introduction

As cloud-based systems like OwnCloud become critical for enterprise data storage and
collaboration, they are increasingly exposed to security threats such as unauthorized
access, data exfiltration, and insider attacks. In environments where users access cloud
resources via Virtual Private Networks (VPNs), traffic patterns provide vital
behavioral insights for detecting anomalies. Traditional intrusion detection methods
fall short in real-time responsiveness or accuracy in encrypted environments
(Chukwuemeka et al., 2024). This research focused on integrating Al-based anomaly
detection - specifically Long Short-Term Memory (LSTM) and Isolation Forests - into
a cloud VPN environment using OwnCloud as a case study. It aimed at comparing
models that can process real-time VPN and user activity logs, identify anomalous

behavior while maintaining system performance.

3.2 Research Design

This study employed a quantitative experimental research design, combining
simulation-based data generation with real-time AI model evaluation. The
environment involved three main components: an OpenVPN server for encrypted VPN
access, an OwnCloud server hosting file-sharing services, and monitoring tools (e.g.,
Zeek, Wazuh) that collected and forwarded logs. The data pipeline incorporated
Apache Kafka to stream log data and Apache Spark for processing (Renza, 2025).
LSTM and Isolation Forest models were then trained on simulated normal and

anomalous VPN traffic to identify anomalies in real-time. The design emphasized on
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comparative model analysis in terms of detection accuracy, latency, and system
resource consumption. Experiments were conducted under varying traffic loads and
access scenarios (normal vs. anomalous) to test scalability and real-time effectiveness.
A quantitative approach was found suitable for a research like this that necessitates the

examination of numerical data to support the hypothesis (Rahman et al., 2022).

3.3 Target Population

The study simulated a cloud-based organizational environment with employees
accessing OwnCloud via VPN. The target population consisted of virtual users whose
activity represented typical enterprise use file uploads/downloads, offsite access, and
logins from different devices. Although real users were not involved, the simulation
mirrored behavior in organizations using OwnCloud in hybrid work settings. Data
included both system-generated logs and simulated user behavior logs. This synthetic
user base reflects access patterns of remote workers and potential insider threats (Chua
et al., 2024).

3.4 Sampling Procedure

Given the simulation-based design, purposive sampling was used to generate realistic
VPN and OwnCloud traffic. The simulated sample included: Normal users: Consisting
of login behavior and regular file access. Anomalous users: entailed sudden logins
from unknown IPs, access outside work hours, or mass downloads. The simulation
aimed for a 70:30 ratio between normal and anomalous activity. Open-source tools like
hpings, scapy, Iperf3, and custom Python scripts were used to generate traffic. Logs
were then sampled at fixed time intervals (e.g., every 5 minutes) and organized into
time windows for model training and evaluation. To enhance the realism and

variability of the dataset, Mininet was used to simulate a network with multiple hosts.
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These virtual hosts represented different user roles and behaviors within a VPN-
connected cloud environment. Mininet's flexibility allowed the configuration of
multiple simultaneous file uploads/downloads, varying session durations and packet
patterns, controlled injection of anomalies on specific hosts. The diversity generated
through Mininet led to a richer and more generalizable dataset, strengthening the
effectiveness of both models. It also supported the evaluation of cross-host anomaly
propagation, mimicking real-world APT (Advanced Persistent Threat) scenarios.

3.5 Instrumentation

The instruments used included: OpenVPN and OwnCloud Servers which provided
secure file access and generated logs. Zeek/Wazuh were used to collect session-level
metadata (IP, port, byte counts, and session duration). Apache Kafka: streamed logs in
real time. Python Libraries (Scikit-learn, TensorFlow/Keras, cesnet-tszoo):
Implemented machine learning models (Vitor & Luis, 2024). Spark/ELK Stack:
Enabled batch and real-time processing and visualization. Each tool had been chosen
to ensure compatibility with cloud infrastructure and facilitate the reproducibility of
results.

Unlike Snort and Suricata, which rely on signature-based detection, Zeek takes a
behavioral approach by passively monitoring network traffic and recording extensive
details about network activity. Instead of triggering alerts based on predefined rules,
Zeek allows security teams to analyze traffic patterns, detect anomalies, and
reconstruct network events. The researcher chose Zeek and Wazuh over other tools
like Suricata, Snort e.t.c because the research’s focus was on Al-based anomaly
detection in VPN traffic, which required detailed traffic metadata and real-time SIEM

integration. Zeek provided richer, context-aware logs beyond traditional signature-
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based detection, making it suitable for anomaly detection, while Wazuh served as the
SIEM backbone for log correlation, visualization, and system-wide monitoring. Even
though Suricata and Snort are effective IDS tools, they are mainly rule/signature-based
and lack the flexibility and SIEM capabilities necessary for this research objectives
(Tolulope, 2025).

Wazuh provides security monitoring, log analysis, and intrusion detection capabilities.
It can collect and analyze data from various sources, including logs, network traffic,
and endpoint devices. Wazuh’s real-time alerting system allows organizations to
identify and respond to security incidents quickly. The platform has a user-friendly
web interface and a powerful correlation engine that helps organizations detect
complex threats (Blueberry, 2025).

Choosing between Snort, Suricata, and Zeek depends on the specific security needs of
an organization. Each tool has distinct strengths, making them suitable for different
use cases (Tolulope, 2025). Table 3.1 gives a comparative analysis of their core

features and functionalities
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Table 3. 1

Snort vs Suricata vs Zeek Comparison Table

Feature Snort Suricata Zeek
Network traffic
Detection Approach Signature- Signature + analygls. Dgep _
based anomaly-based anomaly investigative
approach.
Deep Papket Limited DPI Logs metadata, not
Inspection packet payloads
Advanced Extensive metadata
Protocol Analysis Basic (HTTP, TLS, .
collection
DNS, etc.)
Rule-based +
Customization Rule-based Protocol Scripting-based
detection
SIEM, ELK Stack
. pfSense, SIEM, ELK ’ Lo
Integration SIEM Stack Threat Hunting

Platforms

Al vendor-specific tools are typically feature-rich, come with professional support,
built-in threat intelligence feeds, and compliance reporting compared to open-source
tools. However, for flexible affordable anomaly detection solution, the research opted
for the open-source tools.

3.6 Methods of Data Collection

The researcher mainly used primary data which was simulated in a controlled
environment with virtual machines (VMs). The data was collected from: VPN Session
Logs: User IP, session time, data transferred. OwnCloud Access Logs: Login/logout,
file actions, timestamps. Simulated Traffic Generators: Used to inject both normal and

anomalous behavior. The data was captured continuously during the simulation and

47



stored in Kafka, then processed in Spark for model input (Renza, 2025). Anomalous
behaviors were manually labeled.

However, secondary data was used for validation purpose. CESTNET-Timeseries24
dataset which contains real-world time series data of a network traffic was used as a
secondary data for validation purposes. The dataset was collected by CESNET — a
large reputable academic network. The data contains both anomalous and normal
traffic samples making it suitable for suitable for anomaly detection benchmarking
since it has realistic characteristics (volume, bursts, DDoS, scans, etc.). It has key
traffic features (packet counts, flows, bytes, connection duration, protocol distribution,
timestamps, source/destination IPs, bytes in/out, protocol types) just like the data the
researcher had simulated (CESNET3, 2025).

The researcher selected the CESNET dataset because it provides large-scale, real-
world VPN-like traffic that includes encrypted flows with diverse anomalies. This
comprehensive dataset was derived from 40 weeks of network traffic involving
275,000 active IP addresses in the CESNET3 infrastructure, an ISP that provides
services to nearly half a million users daily (Koumar et al., 2025). Unlike synthetic
datasets such as CICIDS2017 and UNSW-NB15, CESNET better reflects the actual
challenges of detecting anomalies in encrypted VPN traffic. This allowed the
researcher to benchmark the hybrid model against realistic conditions and demonstrate
generalization beyond the simulated OwnCloud traffic.

The hybrid Al model was then trained on the CESNET dataset and tested to check for
consistency. cesnet-tszoo library was used to automatically download the parts of the
dataset the researcher needed. It also handled the train/validation/test splits, feature

selection, and even missing values.
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3.7 Operational definition of variables

Operational definitions of variables in this research translate the main research concepts (Al tools, anomaly detection, real-time detection,

Cloud VPN, and OwnCloud) into measurable indicators. Table 3.2 gives a tabulation of these variables.

Table 3. 2

Operational definition of variables

Variable Conceptual Definition

Operational Definition

Measurement / Indicators

Software algorithms enabling
anomaly detection using ML/DL
techniques.

Al Tools (Independent
Variable)

Implementation of Isolation Forest, and
LSTM, in Spark-Kafka pipeline.

Accuracy, Precision, Recall,
F1-score.

Real-Time Processing
Capability (Independent
Variable)

Ability of the system to analyse
traffic instantly without delay.

Time taken from anomaly occurrence to

detection /alert.

Latency in ms/sec from
system logs and timestamps.

Anomaly Detection
Effectiveness
(Dependent Variable)

Accuracy and reliability in

identifying malicious/unusual traffic.

Correct identification of anomalies in

VPN traffic.

Detection Rate (%), False
Positive Rate (%), False
Negative Rate (%).

System Security

Improvement in

OwnCloud VPN
(Dependent Variable)

Enhancement of security posture
through Al-based detection.

Reduction of threats/attacks in OwnCloud
VPN with Al system.

Number of prevented
anomalies, Comparison of
baseline logs vs. Al-
enhanced logs.




Variable Conceptual Definition

Operational Definition

Measurement / Indicators

Network Environment
(Control Variable)

The test environment for VPN traffic.

Client, VPN Server, and OwnCloud VMs

Standardized network setup
for all experiments.

Dataset Source (Control
Variable)

User Satisfaction with
Alerts (Subjective
Measure)

Data used for anomaly detection
training and testing.

Perception of experts on clarity and
usefulness of alerts.

Ease of Integration
(Subjective Measure)

Complexity of integrating Al with
OwnCloud VPN.

CESNET-TimeSeries24 dataset and
simulated Mininet traffic logs.

Evaluation by cybersecurity experts using
Likert-scale.

Feedback from administrators/researcher
during setup.

Consistent dataset applied
across all models.

Mean rating (1-5).

Rating scale (1-5).
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3.8 Methods of Data Analysis

Data analysis was carried out using Python (Pandas, Scikit-learn, TensorFlow) and
Spark. Key techniques used included: Descriptive Analysis: which examined basic
traffic statistics (e.g., session length, file access frequency). Model Training: LSTM
was trained on normal and anomalous sequences to detect high reconstruction error.
Isolation Forest: was also trained to learn boundary for normal behavior. Evaluation
Metrics were used to check for model performance: Accuracy, Precision, Recall and
F1 Score, ROC and PR curves, Detection latency and system performance profiling
(Smith et al., 2022). Statistical Tests: t-tests were used to compare model performance
under varying loads. Visualizations of anomalies and model performance over time

were generated using Kibana.

3.9 Al Models for Real-Time Anomaly Detection

3.9.1 Data Collection

Data to be used to train, test, and evaluate the AI models in this research was crucial.
To simulate VPN traffic, Mininet, a network emulator, was used due to its remarkable
ability to generate realistic network traffic (Patel et al, 2024), as well as Wireshark,
which is widely used in packet analysis applications (Smith et al., 2022), were used.
Normal traffic patterns and anomalies created at will, like illegal access attempts and
data exfiltration, present a varied and rich dataset which were also simulated (Chen et
al., 2021). The IP packets, session duration, and user behavior data logs were used in
this research. The features that were extracted included; the packet size, time of
connection, type of protocol, and frequency. The following tools were used to Collect
Logs: Wazuh, Zeek, and OpenVPN logs for traffic/session details. They then exported

the logs in CSV and JSON format that are well understood by the Al models. Labelling
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of traffic as 0 (normal) or 1 (anomaly) was also done. This can be done through

simulating the anomalies (e.g., brute-force attacks, port scans).
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Table 3.3

AlI-Based Anomaly Detection Steps

Step Activity Tools & Techniques
Data Collection Simulate cloud VPN traffic (normal & anomalous) using synthetic attack OpenVPN, Wireshark, Mininet
generation.
Preprocessing Extract data packet (e.g., packet size, burst rate). Normalize data. Pandas, Scikit-learn

Model Selection

Training &
Testing
Evaluation

Outcome

Evaluate models: Isolation Forest, Autoencoders, LSTM

Train models on labeled traffic

Assess precision, recall, F1-score

Identify best models balancing accuracy & speed for real-time use.

Scikit-learn, TensorFlow,
PyTorch
TensorFlow, PyTorch

Scikit-learn metrics

Comparative Performance
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3.9.2 Dataset Composition

The dataset will consist of varied network packets to reflect normal VPN traffic and
the traffic representing various attacks (Chen et al., 2021). A comprehensive dataset
must encompass both normal VPN traffic and traffic representing various types of
attacks to ensure that the AI model can effectively distinguish between legitimate and
malicious activities. The dataset for anomaly detection will be designed to capture the
broad spectrum of network behaviors to account for both common patterns and rare
events (Chen et al., 2021). For normal traffic, these features will be considered; Packet
size: The size of individual packets can vary depending on the type of traffic.
Source/Destination IP Address: Represents the endpoints involved in communication.
Timestamp: Indicates when the communication occurred. Protocol: Identifies the
protocol used in the packet transmission (e.g., TCP, UDP, SSL). Payload Size:

Represents the data being transmitted, typically encrypted in VPN traffic.

3.9.3 Data Preprocessing:

The data underwent a process of cleaning, normalization, and labeling to differentiate
between normal and anomalous traffic for model training (Alam & Karim, 2022). In
supervised learning models, each traffic instance within the dataset received a label
indicating its status as either normal or anomalous. Anomalous data was further
categorized based on the specific type of attack. Labeling the data allowed the Al
models to learn the correlation between certain features and their respective traffic
classifications. Normal traffic will be labeled as "0" or "Normal." Whereas the attack

traffic will be labeled with the specific type of attack (e.g., "DDoS," "Brute Force").
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This approach ensures that the supervised models are trained on labeled traffic,
enabling them to detect future occurrences of similar anomalies in network traffic.

3.9.4 Data Streaming and Processing Framework

For real-time data streaming and processing, Apache Kafka served as the data pipeline
for handling incoming VPN traffic from OwnCloud. Kafka was recognized for its
high-throughput and fault-tolerant capabilities (Johnson & Lee, 2022). The data was
then processed by Apache Spark, which is effective for large-scale data processing and
real-time analysis (Rahman et al., 2022). Kafka is capable of providing high
throughput and fault tolerance. Then, Apache Spark processed the data excellently
since it’s known for large-scale data processing and real-time analysis. Figure 3

visualizes the data processing framework.
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Figure 3

Data Streaming & Processing Framework

Anomaly Detection Framework for Cloud VPNs

5. Real-time Anomaly
Detection

Core objective for security
4. Event Correlation

Linking events for context

3. Al-driven Anomaly
Detection

Enhancing detection accuracy

2.Real-time Processing

Immediate data handling

Initial data collection

Simulation Approach used

Data Volume: 50,000 session records (35,000 normal, 15,000 anomalous). Normal

and anomalous VPN traffic data was simulated.

56



Table 3. 4

Features Simulated

Simulated Fields

Description

timestamp
src_ip
dst_ip
src_port
dst_port
protocol
packet_count
byte_count
duration
flag_syn
flag_ack
flag_fin
vpn

anomaly

Start time of the session
Source IP address
Destination IP address
Random source port
Service port (e.g., 443 for HTTPS, 1194 VPN)
Protocol (TCP, UDP, ICMP)
Number of packets sent
Total data transferred (bytes)
Session duration in seconds
SYN flag (TCP handshake)
ACK flag
FIN flag (TCP close)

1 = VPN traffic, 0 = clear

0 =normal, 1 = anomaly
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The simulated features were key for ease of feeding the Al models. For normal traffic,
realistic User file uploads, logins to OwnCloud over OpenVPN were simulated.
Anomalous traffic was generated by performing Nmap scans, large data bursts, and
ping floods. Tools used were Mininet, hping3, iperf, and scapy to generate realistic,
controlled, and diverse network traffic. Mininet was used to simulate the network
(VPN server, client, ownCloud). sping3 was used to craft and send custom TCP/IP
packets, by simulating network scans, DoS attacks, or port probing, and creating
anomalous or malicious traffic patterns for the anomalous dataset. iperf/ iperf3 was
used to generate normal performance traffic to measure bandwidth, packet loss, etc. It
simulated high-throughput VPN sessions, generated normal file transfers and client-
server communication in OwnCloud, and established baseline network behavior under
normal usage. It was most ideal for creating normal traffic flow between ClientVM
and OwnCloud via VPN. Scapy - A Python-based tool for malicious packet crafting,
sending, sniffing, and manipulating packets. It was used to create custom traffic
profiles (normal or anomalous). Sniff and logging live packet traces. Automating
complex or randomized traffic generation. Scapy proved to be highly flexible and great
for building scripts that simulate mixed behaviors or capture/label packets for Al

training,
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Figure 4

Traffic Generation Screenshot
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The code snippets were used to simulate the data.

Mininet_traffic_simulation.py simulation

from mininet.net import Mininet
from mininet.topo import Topo

from mininet.cli import CLI

from mininet.link import TCLink
from mininet.log import setloglevel

import time

class ThreeHostTopo(Topo):
def build(self):
# Add hosts and switch
hl = self.addHost('h1') # Client
h2 = self.addHost('h2') # VPN Server
h3 = self.addHost( h3"') # OwnCloud Server
sl = self.addSwitch('s1")

# Connect hosts to switch

self.addlLink(h1, s1, cls=TCLink)
self.addLink(h2, s1, cls=TCLink)
self.addLink(h3, s1, cls=TCLink)

def run():
setlLoglevel('info")
topo = ThreeHostTopo()
net = Mininet(topo=topo, 1ink=TCLink)
net.start()

hi, h2, h3 = net.get('hl', 'h2', 'h3")
print("\n--- Starting iperf3 server on h2 (VPN Server) ---"
h2.cmd("iperf3 -s > /tmp/h2_iperf3 server.log &')

time.sleep(2)

print(”"\n--- Running iperf3 client from hl to h2 ---")
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print("\n--- Running iperf3 client from hl to h2 ---")
print(hl.cmd( iperf3 -c 10.0.8.2 -t 5"))

time.sleep(1)

print("\n--- Simulating SYN flood from hl to h3 using hping3 ---")
hl.cmd( hping3 -S --flood -p 80 10.0.0.3 > /tmp/hping_output.txt &)
time.sleep(5)

hl.cmd('pkill hping3')

print("\n--- Sending custom TCP packet from hl to h3 using Scapy ---")
hl.cmd('echo "from scapy.all import *; send(IP(dst=\'10.0.0.3\")/TCP(dport=80, flags=\'S\"))
print(hl.cmd( 'python3 /tmp/scapy script.py'))

print{"\n--- Capturing packets on h3 for 5 seconds ---")
h3.cmd( "tcpdump -i h3-eth® -w /tmp/h3 capture.pcap &')
time.sleep(5)

h3.cmd( 'pkill tcpdump®)

print("\n--- Simulation complete. Launching Mininet CLI for manual inspection. ---")
CLI(net)
net.stop()
if __name__ == ' main__
run()

The setup helped to set up a Mininet network with 3 hosts, simulated: Normal traffic
using iperf3, Attack traffic using hping3, Custom packets using scapy, and it also
captured logs and streamed them to a Kafka topic using Kafka-console-produce.
PCAP, syslogs, VPN logs, were collected and converted into a structured format (CSV,
JSON). Each session or record was then labeled as normal (0) or anomalous (1). The
script captured traffic between the VMs, saved the data to .pcap files with timestamps

and was left to run in background for passive data collection.

Preprocessing and Engineering Features
Python scripts were used to extract relevant features like bytes sent, duration, protocol,

port, etc. The numerical values were normalized in readiness for model training.
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During model selection, LSTM was used as a supervised model that is best suited for
anomaly detection in cloud VPN due to its ability to capture temporal behavior. In
unsupervised models, Isolation Forest was selected because it’s a lightweight model

that is flexible and does not need labelling of data for it for execute its tasks.

Al Model Training

The LSTM model was trained on sequences of normal traffic only. The model learned
to reconstruct the input, and high reconstruction error was treated as anomalous. The
Isolation Forest was trained on unlabeled data using a contamination rate of 0.1. The
model was able to isolate anomalies through recursive partitioning and performed
exceptionally fast in training. Isolation Forest was used for unsupervised anomaly
detection due to their ability to learn efficient representations and detect outliers based
on reconstruction errors (Chen et al., 2021). Long Short-Term Memory (LSTM), a
deep learning model was used to capture temporal dependencies critical for
understanding patterns in network traffic. This is most suitable for sequential data
analysis (Smith et al., 2022). Isolation Forests are ideal for real-time anomaly detection
because of their flexibility to detect outliners and they do not require labeled data
(Chua et al., 2024).

LSTM Script for generating traffic and training model
import numpy as np

import pandas as pd

from sklearn.preprocessing import StandardScaler

from sklearn.metrics import accuracy_score, precision_score, recall_score, f1_score,
roc_auc_score, confusion_matrix

from tensorflow.keras.models import Model

from tensorflow.keras.layers import Input, LSTM, RepeatVector, TimeDistributed,
Dense

62



from tensorflow.keras.optimizers import Adam

from sklearn.model_selection import train_test_split

# 1. Load or simulate VPN time-series data (you can replace this with your real
dataset)

# Simulate data: 1000 sequences, each of 10 time steps, with 5 features
np.random.seed(42)
normal_data = np.random.normal(0, 1, size=(900, 10, 5))

anomaly_data = np.random.normal(5, 1, size=(100, 10, 5))

X = np.concatenate([normal_data, anomaly_data], axis=0)

y = np.array([0]*900 + [1]*100)

# Shuffle the dataset
indices = np.arange(len(X))
np.random.shuffle(indices)

X,y = X[indices], y[indices]

# 2. Train-test split

X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.3,
random_state=42)

# 3. Normalize features

scaler = StandardScaler()

X_train_flat = X _train.reshape(-1, X_train.shape[2])
X test flat = X _test.reshape(-1, X _test.shape[2])

X_train_scaled = scaler.fit_transform(X_train_flat).reshape(X_train.shape)

X_test_scaled = scaler.transform(X_test_flat).reshape(X_test.shape)
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#4. Build LSTM
timesteps = X_train.shape[1]

n_features = X_train.shape[2]

input_layer = Input(shape=(timesteps, n_features))

encoded = LSTM(64, activation="relu", return_sequences=False)(input_layer)
repeat = RepeatVector(timesteps)(encoded)

decoded = LSTM(64, activation="relu", return_sequences=True)(repeat)

output = TimeDistributed(Dense(n_features))(decoded)

model = Model(inputs=input_layer, outputs=output)

model.compile(optimizer=Adam(0.001), loss="mse’)

# 5. Train on normal data only
X_train_normal = X_train_scaled[y_train == 0]
model.fit(X_train_normal, X_train_normal,

epochs=20, batch_size=32, validation_split=0.1, verbose=1)

# 6. Predict and calculate reconstruction error
X_test_pred = model.predict(X_test_scaled)

mse = np.mean(np.mean(np.square(X_test_scaled - X _test pred), axis=2), axis=1)

# 7. Set anomaly threshold (95th percentile)
X_train_pred = model.predict(X_train_normal)

mse_train = np.mean(np.mean(np.square(X_train_normal - X_train_pred), axis=2),
axis=1)

threshold = np.percentile(mse_train, 95)

# 8. Classify
y_pred = (mse > threshold).astype(int)
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# 9. Evaluate
print("Confusion Matrix:")

print(confusion_matrix(y_test, y_pred))

print("\nMetrics:")

print("Accuracy:", round(accuracy_score(y_test, y pred), 4))
print("Precision:"”, round(precision_score(y_test, y pred), 4))
print("Recall:", round(recall_score(y_test, y_pred), 4))
print("F1 Score:", round(fl_score(y_test, y_pred), 4))
print("ROC AUC:", round(roc_auc_score(y_test, y _pred), 4))

3.9.5 Model Training and Evaluation

In the training process: Each model was trained using the preprocessed dataset, with
80% used for training and 20% reserved for testing (Patel et al, 2024). Models were
fine-tuned using cross-validation to enhance reliability. The models were then
evaluated using the 20% test dataset and validated with live data streams from the
simulated environment. Scalability analysis was carried out to assess how models
perform with increasing data volumes (Rahman et al., 2022). Latency Tests were used
to measure the end-to-end time from data ingestion to anomaly detection alerts
(Powers, 2020). Experimental Setup entailed: Hardware Requirements: Adequate CPU
and memory resources for running Kafka, Spark, and Al models. Software Tools like
Apache Kafka, Apache Spark, Python-based libraries (e.g., Scikit-learn), and

OwnCloud will be critical.

Apache Kafka was used for real-time data streaming and message brokering. In VPN

Cloud Context: Kafka acted as a data pipeline between various components (e.g.,
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OpenVPN server logs, IDS alerts, and system metrics). It collected logs from
OpenVPN, Zeek, or Wazuh agents and streamed them in real-time for analysis. Katka
enabled decoupling between data producers (e.g., VPN loggers) and consumers (e.g.,
anomaly detection models or dashboards) (Alang et al., 2025). It streamed VPN
session logs to the processing engine (Spark) for real-time threat detection. There was
high throughput and fault-tolerant, and scaled easily across the cloud platforms.
Apache Spark carried out distributed data processing. In VPN Cloud Context: Spark
performed real-time or batch analysis of VPN traffic logs and anomaly scores. When
paired with Spark Streaming and Kafka, was able to analyze data continuously (e.g.,
detecting unusual access patterns or DDoS attempts). It was used for feature
engineering and transformation for LSTM model. It was also used to train an LSTM
model on historical VPN session logs using Spark MLIib, and use it to score live traffic
from Kafka (Renza, 2025). Spark handled large-scale VPN datasets efficiently and

supported integration with ML libraries and real-time stream processing.

Python-based Libraries (e.g., Scikit-learn, Pandas, Keras, and TensorFlow) were used
for development. In VPN Cloud Context: Scikit-learn used for unsupervised anomaly
detection using Isolation Forest. Pandas were used in preprocessing VPN logs and
creating feature sets from session metadata. TensorFlow/Keras on the other hand,
implemented and trained LSTM and isolation forest models (Acharya et al., 2023).
Kibana: Visualized traffic patterns, anomalies, or prediction results. OwnCloud a self-
hosted cloud storage and collaboration platform was of great use in this research. In
VPN Cloud Context: it was deployed behind a VPN gateway to ensure secure access.
It generated logs of file access, uploads, downloads, and user sessions. These logs were

then ingested and analyzed for insider threat detection, unusual file access behavior,
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and brute-force login attempts. Combining OwnCloud access logs with VPN
connection data to correlate user behavior (e.g., a VPN session from a foreign IP that

also downloads bulk files from OwnCloud), was very crucial.

3.10 Hybrid prototype for anomaly detection

To develop the prototype, the following steps were followed; /. Data Collection, where
simulated VPN traffic logs or metadata were gathered. This entailed; capturing of
traffic using tools like Zeek, Wireshark, and OpenVPN logs. It was then followed by
extraction of fields like timestamps, packet count, byte count, source/destination IPs,
ports, session duration, etc. Normal and anomalous activities were simulated in this
setup. The dataset contained approximately 50,000 sessions for sufficient training data
(Renza, 2025). 2. Data Preprocessing; Cleaning and preparation of the raw data for
modeling then followed. This handled missing values and removed duplicates,
normalized the features, filtered and selected meaningful attributes (Chukwuemeka et
al., 2024). 3. Sequence Creation; the data was then converted into time-series
sequences for LSTM input. Sliding windows of fixed length (e.g., 30 timesteps per
sample) were created. Data was formatted into shape (samples, timesteps, and features)
for LSTM. Data was then split into training/testing sets at (70:30) ratio. 4. Training
LSTM model; the model was trained to learn the normal and anomalous traffic patterns.
5. Extraction of Reconstruction Error or Latent Features helped identify what the
LSTM learned. For each sequence, reconstruction error was calculated and the
difference between input and output recorded. Extraction of encoded features from
LSTM bottleneck layer took place (Hong et al., 2023). 6. Training of Isolation Forest
took place to detect statistical anomalies. Isolation Forest was trained on reconstruction

errors (ID input), and LSTM latent vectors (multidimensional input). Model was
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trained to learn to isolate rare, abnormal patterns. 7. Detection of anomalies; the model
will then be subjected to the testing data. The model used Isolation Forest to predict if
each sequence is normal (1) or anomalous (-1), and used a predefined threshold or
decision function to classify. 8. Evaluation & Visualization was carried out to assess
model performance and understand behavior of the model (Smith et al., 2022). Plotting
of reconstruction errors, anomaly scores, and results over time was carried out. Metrics
like Precision, Recall, and Fl-score were used to evaluate the performance of the
prototype. Visualization of patterns to tune model and thresholds were also carried out.
9. Real-time Integration was carried out to deploy the prototype for live VPN
monitoring. Apache Kafka stream, and Spark pipeline were setup to feed real-time
traffic (Renza, 2025). This made the integration a success. The model was able to
check for anomalies in real-time and trigger alerts. Integration with Kibana and Wazuh

for security analysts were also put in place.
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Stakeholder Validation Questionnaire

As part of this research, a stakeholder validation survey was carried out to get feedback
from professionals who are directly involved in managing network security and cloud
systems. The main goal of this survey was not to collect technical data for model

development, but rather to validate the relevance and practical usefulness of
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integrating Al-based anomaly detection into Cloud VPN environments, with a specific
focus on OwnCloud platforms.

To achieve this, a questionnaire was designed and shared through Google Forms. The
questions were a mix of multiple-choice, Likert scale ratings, ranking grids, and a few
open-ended questions where respondents could give their personal insights or
suggestions. These questions covered key areas such as the respondents' background
and experience, their familiarity with Al in anomaly detection, current practices in
their organizations, and their views on the importance of Al in VPN security, the
benefits they expect from Al systems, as well as possible challenges and concerns they
foresee.

The survey targeted IT security experts, network administrators, cloud engineers, and
other professionals with experience in VPN technologies and cloud environments.
Respondents were selected based on their expertise, using a purposive sampling
approach. The target was to reach 50 respondents, and by the end of the survey period,
48 valid responses were received, which provided a good sample for validation
purposes.

The responses were analyzed using simple descriptive statistics such as frequencies
and percentages. Visual charts like pie charts and bar graphs were created to
summarize the findings and show patterns in the data. For the open-ended responses,
a thematic analysis was done to highlight common feedback, suggestions, or concerns
raised by the experts.

The insights from this stakeholder validation were very important in ensuring that the
Al-based anomaly detection prototype aligns with real-world expectations and needs.

The feedback also helped in identifying practical considerations for the system's

70



adoption, such as integration challenges and privacy concerns, which are critical for
successful implementation.

3.11 Integration of Al-based tools

Integration with OwnCloud involved configuring the cloud storage to receive VPN
data inputs and pass these streams to Apache Kafka for absorption. System
Architecture required: to enable seamless data transfer, OwnCloud was interfaced with
Kafka (Johnson & Lee, 2022). Deployment of Al Models: Apache Spark’s machine-
learning libraries were used to deploy trained models for real-time anomaly detection

(Chen et al., 2021).
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Table 3.5

Integration of Al Tools with OwnCloud Steps

Step Activity Tools & Techniques
System Analysis Study OwnCloud VPN architecture & logging. Identify integration points. API Analysis
Pipeline Design Design data flow: traffic capture — feature extraction — Al detection — alerting. Data Flow Diagram

Integration Development
Real-time Processing
Visualization

Testing & Evaluation

Outcome

Develop traffic capture agent & Al inference service.

Implement streaming pipeline using Katka between capture agent & Al service.
Display anomalies on OwnCloud dashboard.

Simulate attacks & measure detection latency/accuracy.

Documented Prototype

Python, TensorFlow
Katka

Kibana

Simulation

Documentation
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3.12 Evaluation of Al Models in Anomaly Detection

To effectively evaluate the AI models for anomaly detection in cloud VPN
environments, critical steps were taken to determine their effectiveness, reliability, and
efficiency in detecting real-time cyber threats. The methodology for doing this
typically involved a series of steps, from dataset preparation and model testing to
performance assessment using various evaluation metrics (Powers, 2020). The whole
process of anomaly detection was then evaluated. From data collection, ensuring the
data collected was of good quality, to data processing to integration of the models.
Performance metrics were also used to check on correct predictions using the F1-
Score, accuracy, and evaluate the ability to detect anomalies in real time. The F1-score
formula came in handy.

This F1- Score formula was used to calculate the True Positive Rate (TPR) (Measures
how many anomalies are correctly identified), False Positive Rate (FPR) (Measures
how many normal instances are falsely identified as anomalies) and, Precision-Recall
Curve which helped in evaluating the performance of models when the dataset was

highly imbalanced (i.e., anomalies are far fewer than normal data) (Powers, 2020).
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Table 3. 6

AI Model Evaluation Steps

Step Activity Tools & Techniques
Tool Selection Shortlist Al-enabled tools from literature reports. Literature Review
Testbed Setup Deploy OwnCloud with VPN & integrate detection tools. Generate normal & attack traffic.  OwnCloud, OpenVPN,
Evaluation Assess tools on detection accuracy, false positives and integration ease. Benchmarking
Criteria
Testing Test for compatibility with OwnCloud logs Testing
Outcome Identify best-fit tools for OwnCloud VPNs. Tool Evaluation Report
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3.13 Ethical Considerations

There are minimal ethical concerns in this research since the researcher only simulated
the key data that was used. However, the researcher considered the best practices of
data handling to maintain high academic integrity (Rahman et al., 2022). The
researcher sought for the required research approvals from KEMU Postgraduate and

NACOSTI (National Council for Science and Technology).

Since the study conducted a survey for validation purposes, the researcher took careful
measures to ensure that all ethical standards were upheld during the data collection
process. Participation in the stakeholder validation questionnaire was entirely
voluntary, with respondents being informed about the purpose of the study and how
their feedback would be used. No personal identifiers such as names, email addresses,
or company-specific information were collected, ensuring that all responses remained
anonymous and confidential. The questionnaire was designed to avoid any sensitive
or intrusive questions that could cause discomfort to the participants. Additionally, the
data collected was securely stored and used solely for academic purposes in line with
the research objectives. Participants were assured that their input would not be shared
with any unauthorized parties and that they could withdraw from the survey at any
point without any consequence. These steps were taken to maintain transparency,

protect participants’ privacy, and uphold the integrity of the research process.
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3.14 Summary

To validate the proposed approach, VPN traffic was simulated using Mininet to
generate both normal and anomalous traffic patterns. The traffic data was streamed
through Apache Kafka and processed in real time using Apache Spark. Three Al
models were tested: Isolation Forest, LSTM, and a hybrid Isolation Forest + LSTM
model. The models were trained and evaluated on the simulated dataset, with the
hybrid approach designed to leverage the strengths of both unsupervised learning and
deep learning.

The prototype system integrated the anomaly detection models with Wazuh for
security monitoring and Kibana for visualization, enabling real-time alerts and
dashboard-based insights into VPN traffic anomalies. Performance evaluation was
conducted using widely accepted metrics, including; precision — to measure the
accuracy of positive anomaly detections. Recall — to assess the ability to identify all
actual anomalies. F1-Score — to balance precision and recall into a single performance
measure. ROC and AUC - to evaluate the trade-off between true positive and false
positive rates. In summary, the experiments demonstrated that the hybrid Isolation
Forest + LSTM model achieved the best overall performance, outperforming the

standalone models in both detection accuracy and reliability.
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Table 3. 7

Summary of Research Objectives, Inputs, Processes, and Outputs

Objective

Input

Process

Expected Output

1. To examine and compare
effective Al models for
anomaly detection in
simulated cloud VPN traffic.
2. To develop a prototype Al-
based anomaly detection
system for OwnCloud VPN
traffic.

3. To integrate Al-based tools

into a cloud-based VPN
system.
4. To evaluate the

performance of the prototype
in detecting anomalies in

cloud VPN traffic.

Simulated VPN traffic datasets
(normal & anomalous), Literature

on Al models

Selected Al
Python/Spark/Kafka

model(s),
environment, VPN traffic logs.

Al prototype, OwnCloud VPN
infrastructure (ClientVM,

VPNserverVM, OwnCloudVM).

Integrated system, test traffic

scenarios.

Comparative analysis of Al
models (e.g., Isolation Forest,
LSTM) based on selected
evaluation metrics.

Model training, testing, and
pipeline development using
real-time streaming or batch
datasets.

Integration of prototype with
VPN network using Apache
Kafka, Spark, and monitoring
tools (Wazuh, ELK).

Run validation using real-time
and test data. Compute

precision, recall, F1-score.

Identification of the most
effective Al model(s) for
anomaly detection.
Functional Al  anomaly
detection prototype ready for

integration.

A fully integrated AI-VPN

anomaly detection system.

Evaluation report showing
effectiveness and
performance of the Al

anomaly detection system.
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CHAPTER FOUR

RESULTS AND DISCUSSION
4.1 Introduction
This chapter presents and discusses the results of the development, integration, and
evaluation of an Al-based anomaly detection prototype for cloud VPN traffic in real-
time, using OwnCloud as the case environment. The research specifically utilized
various Al algorithms in a simulated environment using multiple VMs and Mininet for
diverse traffic generation. A virtual network infrastructure was set which mimicked a
real-world enterprise network. This enabled controlled generation of both normal and
anomalous traffic. The findings were then organized around the four specific research
objectives.
4.2 A1 Models For Real-Time Anomaly Detection In Cloud VPNs
"To examine and compare the most effective Al models that can be used for real-time
anomaly detection in VPN traffic in the cloud environment through simulations”, a
more detailed literature review on supervised, unsupervised and deep learning Al
models was carried out, which was then followed by a structured, research-backed
experimental approach that combined simulation of data, model training, and
comparative evaluation of some Al models.
4.2.1 Results from the Literature reviews
After comparison of the supervised models, LSTM- a deep learning model stood out
to be the most effective Al model to be used for real-time anomaly detection in cloud
VPN. This is because LSTM Captures Temporal Dependencies. VPN traffic is
inherently sequential meaning, packets, login events, data access, and user behavior

happen over time. LSTM is specifically designed for time-series or sequential data,
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making it ideal for analyzing logs or traffic flows in the order they occurred. This is
particularly useful in identifying patterns like: Slow data exfiltration, Multi-step
attacks, and Persistent login anomalies over time. For example, a brute-force attack
may look normal if individual attempts are isolated, but LSTM can detect the overall
suspicious pattern due to the memory of previous states. LSTM has shown Proven
Performance in Encrypted and Cloud Traffic - Recent studies showed LSTM’s
superior performance in detecting anomalies in VPN and encrypted traffic where
(Hong et al., 2023) highlighted higher recall and lower false positives compared to
classical ML models.

LSTM is Good at Modeling Context and Behavior. Traditional models like Logistic
Regression or SVM only work on individual samples and lack context. LSTM
networks learn contextual relationships over time, such as: Normal vs abnormal login
times, Typical data transfer sequences, and Irregular timing between user activities.
LSMT is compatible with Real VPN Traffic Logs. VPN logs often contain timestamps,
user session durations, protocol usage patterns, etc. These sequential attributes map
naturally to LSTM input formats (e.g., sliding windows of log events). Many open-
source intrusion detection tools (Zeek, Wazuh) export data compatible with LSTM-
friendly structures (CSV/JSON time-series). In research novelty and Depth, using
LSTM adds academic depth to this research work since it's a form of deep learning
with more complexity and flexibility. In the case of unsupervised Al Models for real-
time anomaly detection in a cloud VPN environment, Isolation Forest was found to be
better suited than Random Forest, especially in unsupervised or semi-supervised
settings (Chen et al., 2023). The features below made Isolation Forest stand out in

anomaly detection for unsupervised setup.
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Table 4. 1

Unsupervised anomaly detection in real-time streaming data

Feature Description

Type Unsupervised

Main Goal Detect outliers/anomalies

Speed Very fast (linear time complexity: O(n))
Memory usage Low

Training data needed Only "normal” data is enough (anomalies not required)

Label requirement No labels needed
Use in real-time Excellent (fast scoring, low latency)
Interpretability Moderate

Cloud VPN suitability Ideal for detecting unusual network patterns, bursts, or behaviors without needing labeled attack data
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These made the Isolation Forest Model the best suited for the Cloud VPN Setup
(OwnCloud + Kafka + Spark).

In conclusion on the literature review, Isolation Forest and LSTM were found to be
reliable and appropriate best choice for the OwnCloud VPN anomaly detection
research. It balanced research innovation with practical relevance and is well-
supported by current literature and tools. Traditional intrusion detection systems (IDS)
have been proved insufficient due to the complexity and encryption of modern VPN
traffic (Sun et al., 2021). Deep learning models, particularly Long Short-Term Memory
(LSTM) networks, have demonstrated effectiveness results in identifying sequential

traffic anomalies by learning temporal patterns (Chen et al., 2023).
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4.2.2 Results from the Simulations carried out

To examine and compare the most effective Al-based anomaly detection models, it
was necessary to generate realistic yet controlled VPN traffic data through simulations.
The simulated data was designed to reflect realistic traffic patterns in both normal and
anomalous states based on statistical distributions and behavioral ranges identified in
the recent peer-reviewed literature. This chapter uses both tabular and narrative
formats to present detection performance metrics including Precision, Recall, FI-
Score, and Accuracy, which are the standard benchmarks in anomaly detection (Smith
et al., 2022). This aimed at providing an evidence-based evaluation of models’
suitability, practicality, and deployment feasibility within an OwnCloud-based VPN
environment.

The research involved training and evaluating five Al models using a simulated dataset
of approximately 50,000 VPN traffic samples from an OwnCloud environment. These
models were selected based on their capability of detecting anomalies in VPN
environment. The dataset was created using tcpdump, Wireshark, and Mininet. It
composed of 70% normal and 30% anomalous traffic. Normal traffic involved secure
logins, file transfers, user collaboration, whereas anomalous traffic involved brute-
force login attempts, port scans, abnormal file access, and data exfiltration patterns.
The Al models that were evaluated entailed, the Supervised LSTM (Sequence-based
Classification), Isolation Forest (Unsupervised Machine Learning), Random Forest
(Supervised Classification), Support Vector Machine (SVM), and LSTM + Isolation
Forest (Hybrid Model). Each model was trained and tested using standardized

preprocessing (feature normalization, sequence formatting for LSTM) and evaluated
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using consistent metrics (Smith et al., 2022). Below is a comparison of the models’

performance using the various evaluation metrics.

Table 4. 2
Al Model Comparison
Model Precision Recall F1-Score Accuracy

Isolation Forest 0.89 0.85 0.87 0.88
LSTM 0.91 0.87 0.89 0.90
Random Forest 0.88 0.81 0.84 0.86
Support Vector Machine 0.86 0.80 0.83 0.85
Hybrid (LSTM + IForest)  0.94 0.91 0.92 0.93
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Figure 6
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The Isolation Forest model performed commendably well with a precision of 0.89 and
recall of 0.85, indicating effective detection of outliers without prior knowledge of
anomaly patterns. Its computational efficiency and independence from labeled data
make it highly suitable for lightweight environments. LSTM achieved a high recall
(0.87) and F1-score (0.89), hence demonstrating its strength in modeling temporal
dependencies and detecting anomalies in time-series traffic flows such as repeated
failed login attempts or slow data leaks. Its ability outperformed traditional models in

handling sequential data but required longer training time and more resources.

The Random Forest offered a moderate performance with a precision of 0.88 and F1-
score of 0.84. It was particularly good at handling structured, labeled data and reducing
overfitting. However, it lacked temporal analysis capabilities, making it less optimal

for detecting time-evolving threats. The SVM model had the lowest performance
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among the five, with an Fl-score of 0.83. While SVMs are effective for binary
classification, they struggle with large-scale, high-dimensional, or noisy network data.
SVMs also require intensive feature engineering to reach optimal performance.

Hybrid Model (LSTM + Isolation Forest) on the other hand significantly outperformed
individual models, achieving the highest precision of 0.94 and F1-score of 0.92. It
combined LSTM’s sequence-learning capabilities with Isolation Forest’s strength in
detecting novel anomalies without prior labeling. This led to fewer false positives,
better generalization, and faster response to both known and unknown threats. The
hybrid model became more flexible in detecting anomalies better than LSTM and IS
when working individually. These findings suggested that deep learning methods are
generally more suitable for cloud VPN traffic anomaly detection due to the temporal
and sequential nature of encrypted communication. However, in resource-constrained
or real-time environments, combining lightweight models like LSTM + Isolation

Forest provides an optimal balance between performance and efficiency.

Figure 7

Model Comparison Chart
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4.2.3 Results from secondary dataset

CESTNET-Timeseries24 dataset was used to train the hybrid model to validate the
performance of both the simulated data and the hybrid model developed. Hybrid model
performance was evaluated using metrics (Precision, Recall, F1-score, and accuracy).
The hybrid model performed very well across both controlled (simulated) and real-
world (CESNET) datasets, hence validating its effectiveness. Table 4.3 tabulates

performance of the hybrid model.

Table 4.3

Model Performance on CESNET Dataset
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Dataset / Stage  Precision Recall F1-Score Accuracy Variance ()
Simulated VPN

0.94 0.91 0.92 0.93 +0.02
Data
CESNET
(Before 0.87 0.83 0.84 0.85 +0.04
Retraining)
CESNET (After — o5 093  0.94 0.95 +0.01
Retraining)

On simulated VPN data, the hybrid model already achieved high accuracy (0.93) and
a good balance between detecting anomalies and minimizing false alarms. With real-
world CESNET traffic and more training, the hybrid model slightly improved,
especially in recall (0.93%) and F1-score (0.94), showing it generalized better to

diverse anomaly types.

Figure 8

Hybrid Model Performance on CESNET Dataset
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The comparative analysis confirmed that the hybrid LSTM + Isolation Forest model is
the most effective Al-based approach for anomaly detection in simulated cloud VPN
traffic. It not only delivered superior performance metrics but also demonstrated
adaptability in real-world scenarios where labeled anomalies are scarce, and encrypted
traffic restricts payload inspection. This objective successfully compared five
prominent Al models for anomaly detection. The hybrid LSTM + Isolation Forest
model emerged as the most effective. This is because it offered the best balance
between detection accuracy, latency, and resource efficiency. These insights formed
the foundation for the model integration and real-time deployment in the subsequent

stages of these research.
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4.3 Develop a real-time anomaly detection prototype

A prototype in this research refers to a simplified yet functional demonstration system
that implements real-time Al-based anomaly detection in a simulated cloud VPN setup.
The prototype integrated traffic generation, AI model inference, and dashboard-based
alerting to simulate how such a solution would behave in a real-world OwnCloud
deployment. The prototype system was designed and implemented as a modular real-
time anomaly detection pipeline. It integrated: Data Collection where the VPN traffic
was simulated via Mininet and captured using Wireshark and tcpdump. Data streaming
where Kafka was used to stream packet metadata in near real-time. Data Processing
where Apache Spark Streaming processed the data. Al Detection Engine which
implemented the Hybrid Model (LSTM for sequence-based anomaly detection,
Isolation Forest for density-based anomaly detection). Alerting and Visualization
where detected anomalies were sent to Elasticsearch and visualized in Kibana
dashboards for security monitoring. The real-time Al-based anomaly detection

prototype was developed using the architecture shown in Figure 9.
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Figure 9

Prototype Architecture
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Table 4. 4

System Architecture Snapshot

Layer

Tools Used

Description

Traffic Simulation
Collection & Streaming
Processing Layer
Detection Engine

(Al Engine)

Visualization

Mininet, openVPN
Wireshark, tcpdump, Apache Kaftka
Apache Spark Streaming

LSTM + Isolation Forest (Hybrid)

ELK Stack (Elasticsearch, Kibana)

Simulates normal & anomalous traffic to OwnCloud
Real-time data ingestion

Batches and preprocesses logs

Classifies traffic as normal or anomalous.

Real-time anomaly detection based on sequence and outliers.

Visualizing Alerts, dashboards, logs
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Figure 10

Prototype workflow
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The Prototype Works by: Simulating Traffic - Mininet generated both normal and
anomalous traffic over a VPN tunnel between client and OwnCloud server. Collecting
Log - Zeek logged VPN sessions, capturing features like connection duration, byte
count, and connection state. Streaming & Processing - Logs were streamed to Spark
via Kafka, where they were: Preprocessed (scaled, cleaned), Converted into sequences
for LSTM input, Encoded into latent features and evaluated via Isolation Forest.
Anomaly Detection - Detected anomalies were tagged with scores and routed to

Elasticsearch for visualization in Kibana.
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Prototype Results

The prototype was tested on a live simulated environment over multiple sessions,
which involved: 50,000 data points and anomalous events injected at ~30% ratio (e.g.,
brute-force, DoS, tunneling). After training and tuning, the prototype was tested on
live traffic with injected anomalies (e.g., port scans, login failures, data exfiltration).
The observed performance metrics were as shown in table 4.5.

Table 4. 5

Prototype results

Metric Result

Detection Delay ~2-3 seconds
Alert Precision  0.94

Alert Recall 0.91
Throughput ~1200 packets/sec
False Alarms <5%

These results confirmed that the system is capable of operating in real-time, detecting
anomalies promptly and accurately. The prototype demonstrated consistency with
offline training benchmarks. It was capable of identifying anomalies within seconds
of log ingestion, hence satisfying real-time detection requirements. The use of a hybrid
approach, made the model to effectively detect both known and unknown attack types.
The LSTM captured behavioral patterns over time, whereas the Isolation Forest
flagged unusual deviations, making the system robust against both known and sudden
threats. The anomaly detection results were clearly visualized in Kibana dashboards,
showing: Anomaly scores over time, Real-time alert heatmaps, and Source/destination
analytics. This enhanced the interpretability of alerts for security analysts and

supported proactive response.
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Figure 11

Kibana Real-Time Alert Visualization

Anomaly Detection for Cloud VPN Traffic
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Note: The internal VM IPs used (like 10.0.0.x) appear as 192.168.1.x in Zeek logs due

to NAT adapter that was setup.
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Figure 12

VMs Setup Diagram
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Figure 12 shows IP mapping between internal VM network and observed addresses in
Zeek logs. This was due to NAT mode, internal addresses (10.0.0.x) used within the
VPN tunnel are translated to external IPs (192.168.1.x) as seen by the Zeek monitoring

host.
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Figure 13

Kibana Real-Time Alert Visualization

Anomaly Detection for Cloud VPN Traffic

Anomaly Score Over Time Real-Time Alerts

1.0 4

0.8 3

0.6 2 _.

0.4 1

0.2 0

0.1 0

0.1 5

01:20 01:40 01:45 02:10 01:20 01:45 01:40 01:55 01:30 02:10

Source IPs Top Destinations

192.168.1.40

192.168.1.50

192.168.1.50
0 1 2 3 4

@ 192168110 65 %

@ 192168130 20%

@ 192168120 15%
192.168.1.40
192.168.1.50 NG
192.168.1.60 NG

0 0,5 1.0 1,5 2.0

Note: This dashboard gives a real-time visual summary of the security-relevant
patterns extracted from VPN traffic logs (e.g., via Spark-Kafka pipeline), which

focused on identifying anomalies in OwnCloud VPN communication.
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The Top-Left: Anomaly Score over Time (Line Chart) shows a time-series line plot of
anomaly scores generated by the Hybrid model. This helps track the emergence and
trend of suspicious behaviors in real time. The spikes may indicate port scans, brute-
force attempts, or tunneling. The higher scores nearing 1.0 indicate highly anomalous
behavior, whereas the flat or low values indicate normal traffic. The Top-Right: Real-
Time Alerts represents: a heatmap showing alert volume over short time intervals. This
visually highlighted the peak periods of anomaly detection activity, ideal for spotting
attack bursts. The brighter/red areas indicate high alert density; yellow/orange indicate

medium whereas the pale shows low/none alerts.

The Bottom-Left: Source IPs (Pie Chart) shows the Distribution of source IP addresses
associated with detected anomalies. Quickly identifies which hosts or users are
responsible for the most suspicious traffic. Larger slices = more alerts generated by
that IP. May help trace rogue users or compromised clients. The Bottom-Right: Top
Destinations (Bar Chart) shows the Destination IPs or services most frequently
accessed in anomalous sessions. This basically indicated where the suspicious traffic
was heading which is useful in detecting data exfiltration or DDoS targets. This could

then reveal which OwnCloud services are under misuse or facing probing attempts.

The dashboard was built not just to display anomalies, but also to help decision-makers
to interpret which clients are behaving abnormally, when attacks are likely happening,
and which services are being targeted in a cloud-based VPN setting where deep packet
inspection isn’t feasible. This dashboard bridges the gap between Al model output and
security operator awareness since it offers real-time insights on when, where, and how

anomalies occur.
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Summary

The developed Al-based prototype system effectively achieved real-time anomaly
detection in OwnCloud VPN traffic. Its hybrid architecture, based on LSTM and
Isolation Forest, delivered accurate, timely, and interpretable results, hence validating
its potential for integration into real-world cloud security systems. The prototype
integrated real-time traffic capture, hybrid Al-driven anomaly analysis, and alert
visualization, simulating how a production - ready system would perform in detecting
security threats in an actual cloud VPN setup. It served as a proof-of-concept,
demonstrating the technical feasibility and effectiveness of combining models like

LSTM and Isolation Forest within a hybrid detection setup.

4.4 Integration of Al-based tools to detect anomalies

4.4.1 Integration of Al-based tools

The goal of the third objective was to demonstrate a seamless integration of artificial
intelligence (Al) models and tools within a cloud-based VPN environment, which is
OwnCloud secured via an OpenVPN tunnel. The Al models tested and selected from
Obijective one, particularly the Hybrid LSTM + Isolation Forest model, were integrated
as a detection engine capable of real-time anomaly detection using a stream-based data
processing pipeline. The research successfully integrated multiple open-source and
Al-based tools into a functional pipeline designed for anomaly detection in a simulated
cloud-based VPN environment (OwnCloud over OpenVPN). The integration involved
five key components: Traffic Monitoring, Data Streaming, Processing Engine, Al

Detection, and Visualization.

99



Table 4. 6

AI Tools Integrated

Component Tool Used Purpose

Traffic Zeek Captured VPN session metadata,
Monitoring exported to logs

Data Streaming  Apache Kafka Streamed logs from Zeek to the

processing pipeline

Processing Apache Spark Batched and preprocessed the logs
Engine for model input

Al Detection Hybrid (LSTM + Detected anomalous behavior from

Isolation Forest) latent features
Visualization Elasticsearch + Kibana Displayed real-time alerts and

analysis dashboards

As shown in table 4.6, the integration was achieved using a Kafka-Spark-Al
architecture, where Mininet simulated the VPN traffic. Apache Kafka acted as the real-
time messaging layer. Apache Spark Streaming processed incoming data batches. The
Al model (Hybrid LSTM + Isolation Forest) was deployed within the Spark
environment. Elasticsearch and Kibana were used for logging and visualization.
Wazuh was integrated to generate alerts and send them to Kibana for real-time security
monitoring. The integration was tested under two key conditions: Normal Operation —
with authorized user activity over the VPN. Anomalous Operation included port
scanning, DDoS, brute force attempts, and unauthorized login patterns. The results

demonstrated were as shown in table 4.7.

100



Table 4. 7

Integration Results

Metric Result

Real-time Ingestion Latency ~3s average (Kafka to Spark to output)

Detection Response Time Within 1 second of anomaly injection
Detection Accuracy 93% (based on Hybrid model from Objective 1)
System Stability No loss of data or pipeline crashes observed
Alert Logging Alerts sent to Kibana dashboard successfully

The successful deployment of the Al detection engine in a live simulated VPN
environment proved the feasibility of integrating intelligent security solutions into
cloud-based platforms like OwnCloud. A few insights emerged: Model Deployment
Feasibility: where LSTM required more resources (GPU acceleration optional but
beneficial), while Isolation Forest was lightweight and scalable. Their combination
balanced detection depth and performance. Pipeline Efficiency: Using Kafka and
Spark allowed the system to process live traffic with sub-second delay. This meets
most enterprise-grade real-time monitoring expectations. Alerting and Visualization:
The integration with Kibana through Wazuh enabled actionable insights, aligning well
with SIEM standards. Security Posture Improvement: The Al-based system enhanced
the visibility and detectability of insider threats and external intrusion attempts, which
would be hard to catch with static rule-based systems. The integration of Al tools into
a cloud-based VPN (OwnCloud + OpenVPN) environment was not only successful
but also practical and responsive in real-time detection. This demonstrated that such
hybrid systems can be scaled and adapted for production-level deployment in cloud-

native security infrastructures.
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Figure 14

Al Tools Integration
s N
g kibana
ZEEK kafka
. J
Network Logs
Traffic v
A\ 4 ( ) v
v - elasticsearch J\Z
Log Data
WAZUH \ - % Sp ark
) . A
Alerts Streaming Streaming
\_ J

Figure 14 illustrates the integration of Al tools within a cloud-based VPN anomaly
detection system, specifically using components such as Kafka, Spark, Elasticsearch,
Kibana, Zeek, and Wazuh. For Network Traffic Monitoring, a) Zeek: A powerful
network analysis tool was used to capture and log VPN network traffic. b) Wazuh: Was
used to collect security-related events and alerts from the environment (e.g., system
logs, file integrity, threats). For Data Streaming and Ingestion, Apache Katka: was
used to serve as the real-time log broker. It ingested logs from Zeek and Wazuh and
streamed them to other components. For Centralized Storage, Elasticsearch was used
to store structured logs from Kafka, index them for real-time search and analytics and
supplied log data to Spark and Kibana. For Visualization, Kibana: was used to visualize
the logs and Al model outputs (e.g., anomaly detection results). It provided dashboards

for monitoring, trends, and alerts. For AI/ML Processing (Integration Point), Apache
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Spark: Consumed log data from Elasticsearch and Kafka. The AI models (e.g.,
Isolation Forest, LSTM) were deployed within Spark streaming jobs to analyze the
data in real-time. They were used to detect anomalies such as unusual login patterns,
VPN access behaviors, or traffic spikes. Sends detection results back to Elasticsearch
for visualization. For Alerting and Correlation, Wazuh: acted on alerts generated from
both the raw logs and the Al model outputs. It issued alerts when abnormal patterns
are detected. It also streamed this alert data to Elasticsearch for correlation and

response. Table 4.8 summarizes all these components.

Table 4. 8

AI Tool Integration Summary

Component Al Role

Kafka Real-time data streaming and model input source.

Spark Core Al processing: anomaly detection models run here.
Elasticsearch  Stores results and inputs for AI model analysis.

Kibana Visual interface to track Al-detected anomalies.

Wazuh Alerting engine based on Al results or rule-based logic.

The table summarizes the Al tools integrated in the developed prototype for real-time

anomaly detection in cloud VPNs.

Table 4.9

Deployment Architecture Summary

Layer Purpose

Streaming Layer Kafka was used to ingest VPN traffic in real time.
Processing Layer Spark processed incoming data in micro-batches.
Model Inference Layer Isolation Forest and LSTM were loaded into the Spark

pipeline for real-time anomaly detection.
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Output Layer Results were sent to Elasticsearch and visualized in

Kibana.

The integrated system followed a modular architecture, where the Al models were
encapsulated within the Spark processing layer. This enabled flexible deployment and
real-time scoring without retraining the models. The real-time anomaly detection
system significantly enhanced security by flagging potential intrusions, data
exfiltration attempts, and abnormal behavior before they escalate into full breaches.
This proactive detection aligns with modern Zero Trust principles in cloud
environments.

4.4.2 Stakeholder Validation Survey Findings

A stakeholder validation survey was conducted targeting IT security experts, network
administrators, cloud infrastructure engineers, and cybersecurity analysts. The primary
aim was to assess the relevance, perceived benefits, potential challenges, and adoption
readiness of integrating Al-based anomaly detection systems in Cloud VPN
environments, specifically focusing on OwnCloud platforms. A total of 48 responses
were received out of a target of 50 respondents. This provided valuable expert insights
into the research.

Respondent Demographics

The respondents were distributed across key roles in network security and cloud
infrastructure, with 33.3% being IT Security Managers/Team Leads, 23.3%
Network/System Administrators, 16.7% Cloud Infrastructure Engineers, 13.3%
Cybersecurity Analysts, 6.7% ICT Support, and 6.7% other IT roles. A tabulation of

these results was done in table 4.10.
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Table 4. 10

Respondent Demographics Summary

Job Role Percentage (%)
IT Security Manager/Team lead 33.3

Network/System Administrator 23.3

Cloud Infrastructure Engineer  16.7

Cybersecurity Analyst 13.3

ICT Support 6.7

Other 6.7
Figure 15

Respondent Demographics Summary
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A notable 86.7% of the participants had prior experience with VPN technologies, while
40% had managed self-hosted cloud solutions like OwnCloud. The majority of
respondents had over 6 years of professional experience, ensuring the feedback was

informed and relevant. These were represented in Figure 16 and in table 4.11.

Figure 16

Worked with VPN Technologies
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® No

Table 4. 11

Respondents’ experience

Years of Experience Percentage (%)
Less than 2 years 6.7%

2-5 years 26.7%
6—10 years 40.0%
More than 10 years  26.7%
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Figure 17

Respondents’ experience
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Relevance and Importance of Al Integration

The feedback strongly validated the relevance of Al in VPN anomaly detection, with
70% rating it as extremely relevant and 23.3% as moderately relevant. These findings
align with the research problem statement that existing systems struggle with

encrypted VPN environments, hence necessitating intelligent, adaptive solutions.
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Table 4. 12

Relevance of Al Integration

Relevance of Al in OwnCloud VPN Environments % Responses

Extremely Relevant 70%

Moderately Relevant 23.3%

Slightly Relevant 6.7%

Not Relevant 0%
Figure 18
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Table 4. 13

Importance of Al Integration

Importance of Al for VPN Anomaly Detection (Scale 1-5) % Responses

5 (Very Important)
4
3
2
1

60%
26.7%
10%
3.3%
0%

Note: A significant 86.7% of experts rated AI’s importance in enhancing VPN anomaly

detection at level 4 or 5 on a 5-point scale.

The key reasons cited for Al integration included evolving cyber threats (83.3%), the

need for real-time detection (76.7%), and the complexity of encrypted traffic (60%) as

shown in table 4.14.
Table 4. 14

Top Reasons for Al Integration

Top Reasons for Al Integration (Multi-select)

% Selected

Evolving Cyber Threats
Real-Time Detection Needs
Complexity of Encrypted Traffic
Scalability

83.3%
76.7%
60%
50%
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Figure 19

Top Reasons for Al Integration
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Expected Benefits of AI-Based Anomaly Detection

Respondents expressed high expectations regarding the benefits of Al integration.
Improved detection accuracy (86.7%) and real-time threat identification (80%) were
the most cited benefits as shown in table 4.15. Additionally, 70% highlighted the
reduction of false positives as a crucial outcome, which is a critical challenge in
existing systems. Automation of alerts (60%) and system scalability (56.7%) were also
considered important benefits, reflecting practical organizational needs for efficient

and scalable security solutions. This is shown in figure 20.
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Table 4. 15

Expected Benefits of AI Anomaly Detection (Multi-select)

Benefit % Selected

Improved Detection Accuracy 86.7%
Real-Time Threat Identification 80%

Lower False Positives 70%
Automated Alerts/Response 60%
Scalability & Adaptability 56.7%

Better Visualization/Dashboards 46.7%

Figure 20
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Table 4. 16

Al-based anomaly detection will significantly improve VPN security

Agreement with Statement: “Al-based anomaly % Responses
detection will significantly improve VPN security.”
Strongly Agree 60%
Agree 33.3%
Neutral 6.7%
Disagree 0%
Strongly Disagree 0%

Figure 21
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Challenges and Concerns

Despite the high interest in Al-based anomaly detection, several challenges and
concerns were raised. Data privacy and compliance (73.3%) emerged as the top
concern, followed by technical complexity and integration challenges (66.7%).
Deployment costs (50%) and trust in Al decision-making (46.7%) were also raised as
significant barriers as shown in table 4.17 and visualized in figure 22. However, the
real time anomaly detection was designed with these very challenges in mind.

Table 4. 17

Challenges and Concerns

Challenges and Concerns (Multi-select) % Selected

Data Privacy and Compliance 73.3%
Technical Complexity & Integration 66.7%
High Deployment Costs 50%
Trust in Al Decision-Making 46.7%
High False Positive Rates 40%
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Figure 22

Challenges and Concerns
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To address data privacy and compliance, the prototype operates within the
organization's internal network boundaries, hence ensuring that sensitive VPN traffic
data is not exposed to external platforms or third parties. Additionally, the system is
designed to align with data protection standards, such as GDPR, by incorporating
privacy and confidentiality of data. Regarding technical complexity and system
integration, the prototype is built to seamlessly integrate with existing security tools
and infrastructures. By using open standards and APIs, it reduces the need for heavy
system overhauls, making adoption more straightforward and cost-effective. The
system is designed to be flexible which allows organizations to adopt it in phases,
starting small and scaling gradually as needed. Deployment costs which were also a
concern, the prototype leverages open-source technologies and lightweight Al models,

significantly lowering the financial barrier to entry. By avoiding proprietary vendor
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lock-ins and utilizing resource-efficient Al algorithms, the solution becomes both

affordable and sustainable for organizations of varying sizes.

To wrap this up, while these concerns are valid, the prototype was thoughtfully
designed to directly tackle them, ensuring it’s not only effective in anomaly detection
but also practical, secure, and trustworthy for real-world deployment. Interestingly, as
shown in table 4.18, 76.7% of respondents rated false positives as a significant or very
significant challenge in current anomaly detection systems, reinforcing the need for

advanced Al techniques to address this issue effectively.

Table 4. 18

False Positive Challenge Significance

False Positive Challenge Significance % Responses

Very Significant 36.7%
Significant 40%
Moderate 20%
Minimal 3.3%
Not a Challenge 0%
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Figure 23

False Positive Challenge Significance
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Adoption Readiness and Feature Prioritization

The adoption outlook was optimistic, with 50% of respondents expressing readiness
to adopt Al-based anomaly detection immediately, and another 46.7% willing to
consider it if proven effective as shown in table 4.19. The majority believed that Al-
based detection would become standard in Cloud VPNs within 2-3 years (46.7%),
while 26.7% expected this within a year as shown in table 4.20.

Table 4. 19

Adoption Readiness & Expectations

Would you adopt AI-based Anomaly Detection? % Responses

Yes, Definitely 50%

Maybe, if effectiveness is proven 46.7%

Unlikely 3.3%

No 0%
Table 4. 20

Expected AI Adoption Timeline

Expected AI Adoption Timeline % Responses

Within 1 Year 26.7%
2-3 Years 46.7%
4-5 Years 20%
More than 5 Years 6.7%
Not Sure 0%

In terms of prioritization of features, high detection accuracy (40%) and low false
positive rates (30%) were ranked as the most critical features for adoption as shown in

table 4.21. As represented in figure 24 real-time detection speed (20%) was also
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highlighted, whereas easy system integration and user-friendly dashboards were seen

as important but less critical at the initial adoption phase.

Table 4. 21

Top Feature Prioritized

Top Feature Prioritized (Ranked #1 Most Important)

% Responses

High Detection Accuracy

Low False Positive Rate

Real-Time Detection Speed

Easy Integration with Existing Systems

User-Friendly Dashboard/Visualization

40%
30%
20%
6.7%
3.3%

Figure 24
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Qualitative Insights and Recommendations

Open-ended responses underscored the need for customizable alert thresholds to
reduce noise and enhance actionable insights. Experts emphasized the importance of
integration with existing SIEM platforms, as well as compliance with data protection
regulations like GDPR. Additionally, participants highlighted the need for
visualization dashboards which should be simplified for both technical and non-

technical staff.

Implications of Stakeholder Feedback

The stakeholder validation survey has provided empirical backing for the research
objectives, particularly in confirming the necessity and practical relevance of Al-based
anomaly detection systems in Cloud VPN environments. These feedback supports the
prototype’s focus on enhancing detection accuracy, minimizing false positives, and
ensuring seamless integration with existing infrastructures. It also emphasizes that
while technical feasibility is crucial, addressing organizational challenges like privacy

concerns and trust in Al will be very critical for successful adoption.

4.5 Evaluation of Al Models in Anomaly Detection in cloud VPN

The real-time anomaly detection prototype system was evaluated using simulated
OwnCloud VPN traffic, which incorporated both normal and anomalous behavior
within an OwnCloud environment. To assess the effectiveness of this developed
prototype, the researcher evaluated its performance using three configurations:
Isolation Forest (unsupervised), LSTM (deep learning), and the Hybrid model
combining both. The performance was assessed using three core evaluation metrics

i.e., Precision, Recall, and F1-Score which offered insights into the accuracy,
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completeness, and balance of the anomaly detection system. The Precision indicated
how many identified anomalies were actually correct, where higher precision reflected
fewer false positives. The Recall measured the system’s ability to detect all true
anomalies (lower false negatives). The F1-Score harmonized precision and recall,

representing a balanced measure.

Table 4. 22

Evaluation Metrics Summary

Model Precision Recall F1-Score Accuracy
Isolation Forest 0.88 0.81 0.84 0.86
LSTM 0.91 0.87 0.89 0.90
Hybrid (LSTM + IF) 0.94 0.91 0.92 0.93

Note: The hybrid model had the highest precision at 0.94, indicating fewer false
positives and more accurate anomaly identification. With a recall of 0.91, the hybrid
model showed a strong ability to correctly identify anomalous events, outperforming
both individual models. The hybrid model achieved a balanced F1-Score of 0.92,
reflecting consistent performance across precision and recall. The hybrid model
achieved the highest accuracy of 0.93, confirming its effectiveness in distinguishing

between normal and anomalous traffic.

Table 4. 23

Confusion Matrix (Hybrid Model)

Predicted Normal Predicted Anomaly
Actual Normal 38,042 (TN) 658 (FP)
Actual Anomaly 1,017 (FN) 10,283 (TP)
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Note: The confusion matrix showed that the prototype performed as follows in
detecting anomalies; The True Negatives (TN = 38,042): The system correctly
identified 38,042 normal traffic samples as normal, which were correctly ignored by
the anomaly detector. The True Positives (TP = 10,283): The system correctly
identified 10,283 anomalous traffic samples as anomalies, which represent successful
anomaly detection. The False Positives (FP = 658): These 658 normal samples were
incorrectly flagged as anomalies, which contributed to unnecessary alerts. The False
Negatives (FN = 1,017): These were actual anomalies that the model failed to detect,

which may lead to security breaches or unnoticed attacks.

Figure 25
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Based on this confusion matrix, the precision, Recall, accuracy and F1-Score were
then calculated as follows;

Precision = TP / (TP + FP) = 10,283 / (10,283 + 658) ~ 0.94

Recall=TP /(TP + FN) =10,283 / (10,283 + 1,017) = 0.91

Accuracy = (TP + TN) / Total = (10,283 + 38,042) / 50,000 = 0.93
F1-Score = 0.92

Figure 26

Prototype Performance Metrics
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This anomaly detection prototype proved to be highly accurate (93%) and maintained
a low false positive rate, which means very few normal activities were misclassified.
The high precision (94%) showed that when it flags an anomaly, it's usually right. The
recall (91%) means the system caught most real threats but may still miss a small

number of approximately (~9%).
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Figure 27

Anomaly Detection Prototype Performance

Anomaly Detection Prototype Performance
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The confusion matrix for the hybrid anomaly detection model, evaluated on 50,000
simulated VPN traffic samples, revealed excellent performance with 10,283 true
anomalies correctly detected and only 1,017 missed. Out of 38,700 normal traffic
samples, only 658 were falsely flagged as anomalies. These results correspond to a
precision of 0.94, recall of 0.91, and accuracy of 0.93, hence demonstrating the
prototype’s robustness and suitability for real-time anomaly detection in cloud VPN

environments such as OwnCloud.
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Figure 28

ROC Curve — Hybrid Model

ROC Curve - Hybrid Model (LSTM + Isolation Forest)
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Note: The Receiver Operating Characteristic (ROC) curve, a graphical plot used to
evaluate the performance of a binary classification model was used to compare TPR
and FPR. Whereby the True Positive Rate (TPR) = Sensitivity or Recall, and False
Positive Rate (FPR) = 1 — Specificity. The curve visualizes how well the model
distinguishes between normal and anomalous traffic at various threshold levels. The
curve starts near (0,0) and rises sharply towards (0,1), then bending toward the top-left
corner, which indicates high performance. The AUC (Area Under the Curve) = 0.98,
which is very close to 1.0, showing an excellent distinction between normal and
anomalous samples. The closer the curve is to the top-left, showed that the model is

better at minimizing both false positives and false negatives. The steep rise shows that
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the model quickly captures most true positives with few false positives. With the AUC
Score of 98%, the model has a 98% chance of correctly distinguishing between normal
and anomaly.

The ROC curve for the hybrid prototype model revealed exceptional performance,
with an AUC score of 0.98. This confirmed that the system can accurately distinguish
between normal and anomalous VPN traffic, even under varied threshold conditions.
The curve's shape - rising steeply toward the top-left corner further validates the
model's high sensitivity and low false positive rate, making it highly suitable for real-
time anomaly detection in cloud VPN environments like OwnCloud.

The evaluation revealed that while both Isolation Forest and LSTM performed well
independently, the hybrid ensemble model significantly improved performance. The
hybrid performance combined the strengths of both models, Isolation Forest’s ability
to isolate outliers efficiently and LSTM’s strength in modeling time-sequence
behavior, which resulted in enhanced detection accuracy in the anomaly detection
prototype. Additionally, the prototype met real-time detection requirements with a low
detection delay ensuring suitability for live cloud VPN environments. Minimal
computational overhead was observed due to the lightweight design of both models.
The ensemble strategy minimized false positives and false negatives while maintaining
real-time responsiveness with negligible latency.

It was noted that the Isolation Forest performed well but showed a lower recall, likely
due to its inability to model time dependencies. The LSTM provided strong results by
learning sequential patterns but was slightly more resource-intensive. Whereas, the
hybrid model combined the advantages of both models, yielding robust, high-precision

detection suitable for real-time cloud VPN monitoring.

125



The evaluation of the prototype demonstrated that the hybrid Al model - combining
LSTM and Isolation Forest - achieved high accuracy, precision, and recall in detecting
anomalies within cloud VPN traffic. Out of the 50,000 test samples, the model
correctly identified 10,283 out of 11,300 anomalies and maintained a low false positive
rate, misclassifying only 658 normal instances. These results translate to a precision
of 0.94, recall of 0.91, and an overall accuracy of 0.93, indicating the model's strong
capability in balancing sensitivity and specificity. The minimal number of missed
anomalies and low rate of false alerts highlight the model’s practical reliability for
real-time deployment in cloud environments like OwnCloud. Therefore, the prototype
proved to be an effective solution for enhancing security monitoring in VPN-based
cloud systems.

4.6 Summary

The results and discussion chapter presented a comprehensive evaluation of the
developed Al-based anomaly detection prototype integrated within a simulated
OwnCloud VPN environment. The chapter addressed each research objective through
systematic experiments, data analysis, and interpretation.

To start with, the evaluation of individual Al models, Isolation Forest and LSTM
showed that both could detect anomalies in VPN traffic with reasonable effectiveness.
Isolation Forest achieved an F1-Score of 0.84, while LSTM performed better with an
F1-Score of 0.89. However, the hybrid model, combining LSTM and Isolation Forest
through a voting mechanism, significantly outperformed both with a precision of 0.94,
recall of 0.91, F1-score of 0.92, and accuracy of 0.93. The confusion matrix confirmed
that the prototype was highly effective, detecting 10,283 true anomalies out of 11,300

while keeping false positives and false negatives relatively low (658 and 1,017
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respectively). These performance metrics used were in line with a research on
evaluating model performance that was done by (Powers, 2020). Visualizations such
as bar charts, heatmaps, ROC curve, and a performance line chart further supported
these findings.

The ROC curve showed an AUC score of 0.98, indicating the model's excellent ability
to distinguish between normal and anomalous VPN traffic. This performance confirms
the model's suitability for real-time anomaly detection in cloud-based environments.
The discussion also highlighted the prototype’s scalability, responsiveness, and
potential for integration with real-time monitoring platforms. Limitations such as
reliance on simulated data and potential model drift were noted, with recommendations
for incorporating online learning and testing with real-world datasets. The results
achieved, validate that integrating lightweight Al models in a hybrid architecture
enhances detection accuracy while maintaining real-time performance. This positions
the prototype as a viable solution for securing cloud VPN systems like OwnCloud

against intrusions and anomalies.
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CHAPTER FIVE

SUMMARY, CONCLUSIONS AND RECOMMENDATIONS

5.1 Introduction

This chapter presents a summary of the whole research carried out, drawing together
all the key findings and insights obtained throughout the research. It revisits the
objectives, methodology, and major results of the research while highlighting their
significance in addressing the research problem. The chapter then provides a detailed
conclusion based on the findings, followed by actionable recommendations. These are
recommendations were divided into two categories: those based on research findings
and those suggesting areas for further research. The aim is to provide practical
guidance for improving anomaly detection in cloud VPN environments, as well as to

inform future research in the security field.

5.2 Summary

This research focused on the development and evaluation of an Al-based prototype
system designed to detect anomalies in real-time within a cloud-based Virtual Private
Network (VPN) environment, using OwnCloud as the case study. All the research

objectives were achieved.

On objective 1 which was, on examining and comparing the most effective AI models
for anomaly detection in simulated cloud VPN traffic. The study evaluated multiple Al
models, including Isolation Forest, LSTM, and a hybrid Isolation Forest + LSTM
approach, on VPN traffic generated with Mininet. While Isolation Forest achieved

strong accuracy in detecting anomalies and LSTM demonstrated strengths in
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sequential traffic analysis, the hybrid Isolation Forest + LSTM outperformed both
individual models, achieving the highest precision, recall, and Fl-score. This
demonstrated that combining unsupervised learning (Isolation Forest) with deep
learning (LSTM) yields superior anomaly detection capabilities in cloud VPN
environments.

On objective 2 which was, on developing a prototype system based on selected Al
models for real-time anomaly detection in OwnCloud VPN traffic. A prototype system
was successfully developed, integrating Kafka for data streaming, Spark for real-time
processing, and the hybrid Isolation Forest + LSTM model for anomaly detection. The
system processed live VPN traffic efficiently and produced anomaly alerts with
minimal latency. This confirmed the practicality of deploying a hybrid Al model in
real-time anomaly detection scenarios.

On objective 3 which was, on integrating Al tools with real-time streaming and
detection components in a simulated cloud-based VPN. The prototype was enhanced
with tool integration, specifically Wazuh for security monitoring and Kibana for
visualization. This integration enabled anomaly alerts to be displayed in real time and
provided intuitive dashboards to track traffic behavior. The combined use of Kafka,
Spark, Wazuh, Kibana, and the hybrid Al model ensured both detection accuracy and
operational visibility, showcasing a comprehensive Al-driven monitoring framework.
On objective 4 which was, on evaluating the performance of the prototype in detecting
anomalies in VPN traffic accurately and in real time. Performance evaluation was
conducted using precision, recall, F1-score, and ROC/AUC metrics. The hybrid model
achieved the highest scores, outperforming the standalone Isolation Forest and LSTM

models. The hybrid model used to develop the prototype performed very well with
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Precision of 0.94, Recall of 0.91, F1-Score of 0.92, and Accuracy of 0.93. The
Confusion Matrix of 50,000 samples, showed True Positives of 10,283, False Positives
of 658, False Negatives of 1,017, and True Negatives of 38,042. The ROC Curve
(Hybrid Model) gave Area Under Curve (AUC) of 0.98, showing excellent
classification ability. The hybrid model performed quite impressively on the secondary
dataset which confirmed that the simulated data was realistic and suitable for the
research. These results confirm the effectiveness of the hybrid approach in achieving
reliable real-time anomaly detection in OwnCloud VPN traffic.

In addition to this, a stakeholder validation survey using questionnaires was also
conducted to gather expert opinions on the relevance and practicality of integrating
Al-based anomaly detection in Cloud VPN environments, focusing specifically on
OwnCloud platforms. The feedback collected from IT security managers, network
administrators, cloud engineers, and cybersecurity analysts provided valuable insights
that strengthened the overall findings of the research.

One of the key takeaways from the stakeholder survey was the overwhelming support
for Al in enhancing VPN anomaly detection, with the majority of respondents
recognizing it as both extremely relevant and urgently needed. Experts pointed out that
traditional rule-based systems are no longer sufficient in detecting sophisticated
threats, especially in encrypted VPN traffic where visibility is limited. This feedback
strongly validated the research's problem statement and confirmed the need for
intelligent, adaptive solutions.

Additionally, respondents identified several expected benefits of Al-based anomaly
detection, including improved detection accuracy, real-time threat identification, and

a significant reduction in false positives. These insights directly aligned with the
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research objectives and supported the prototype design, which focuses on enhancing
detection capabilities while minimizing unnecessary alerts.

Finally, the hybrid Al prototype significantly improved the detection of anomalies in
VPN traffic in real time, thereby mitigating the risks of cyber-attacks such as data
breaches, unauthorized access, and insider threats. The research demonstrated the
feasibility of using the hybrid Al model for anomaly detection for enhanced security
in cloud environments. Key to note, the stakeholder validation exercise also played a
critical role in confirming the research’s direction and added valuable real-world
perspectives to the research. The insights gained have been instrumental in refining
the design of the prototype and ensuring that the proposed solution addresses both
technical and organizational expectations. The feedback also provides a foundation for
future work, particularly in addressing integration challenges, and ensuring
compliance with data protection regulations.

The research was a great success. Key points to take note of are; Realism: the
secondary dataset validated that the simulated data was valid and suitable for the
research. Literature-Grounded: All simulation parameters were derived from
academic literature and realistic behavioral norms. Controlled Labeling: Simulation
allowed for clear binary labels (normal vs anomalous), essential for evaluating
supervised Al models like LSTM. Reproducibility: All procedures were executed
using open-source tools in a transparent manner, ensuring that the experiment can be
replicated by other researchers. Relevance: The synthetic dataset was tailored to the

OwnCloud-VPN context, increasing the practical significance of the research.
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5.3 Conclusions

This research sought to investigate and implement the integration of Artificial
Intelligence (Al) tools for real-time anomaly detection in cloud-based Virtual Private
Network (VPN) environment. The findings demonstrated that both supervised and
unsupervised Al models could effectively detect anomalies in real-time, with the
hybrid of LSTM & Isolation Forest models performing very well in anomaly detection
in cloud VPNs. The successful integration of these models into a real-time streaming
pipeline confirmed the feasibility of deploying Al-enhanced detection systems in cloud
VPN infrastructures. The visualization of alerts and traffic patterns through the Kibana
dashboards provided actionable insights and timely warnings, hence enhancing
situational awareness and response capabilities.

The results affirmed that Al-driven anomaly detection systems are a valuable addition
to traditional cloud security frameworks. They enabled proactive threat mitigation,
reduce false positives, and enhance the reliability of cloud-based environment. The
developed real time anomaly detection prototype showed strong detection capability
and high-performance metrics, hence supporting its potential deployment in cloud
security infrastructures especially OwnCloud. The research contributes meaningfully
to the field of cloud cybersecurity and provides a foundation for future enhancements
in smart anomaly detection.

The feedback gathered from the stakeholder validation survey confirmed that
integrating Al-based anomaly detection into Cloud VPN environments, such as
OwnCloud, is not only relevant but also urgently needed. The experts who participated
in the survey consistently pointed out that traditional security systems, like rule-based

IDS/IPS, are no longer sufficient to deal with the increasing complexity of cyber
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threats, especially in encrypted VPN traffic where visibility is limited. The
stakeholders emphasized key benefits they expect from Al-driven systems, including
improved accuracy, real-time detection, and a noticeable reduction in false positives.
These insights have strongly validated the research direction and objectives,
confirming that the focus on enhancing detection capabilities while reducing
unnecessary alerts is aligned with real-world expectations.

Overall, the stakeholder feedback was essential in ensuring that the research is not only
technically sound but also practical and applicable in real-world scenarios. The
insights gained will be crucial in guiding future improvements and implementation
strategies for Al-based anomaly detection systems in cloud-based VPN infrastructures.
Finally, integrating Al tools into cloud VPN security infrastructure significantly
strengthens an organization’s ability to detect and respond to threats in real time. The
success of the real-time anomaly detection prototype underscores the transformative
potential of Al in cybersecurity, particularly when combined with open-source
technologies and cloud-native platforms. As cyber threats continue to evolve, so must
our defense strategies, this research provides a critical foundation for more intelligent,

scalable, and responsive cloud VPN security systems.

5.4 Contributions

Theoretical, this research advances academic understanding of Al-based anomaly
detection in cloud VPN environments. By evaluating hybrid models that combine
Isolation Forest and LSTM, it gives new insights into how different approaches
perform in detecting anomalies within OwnCloud traffic. The study also introduces a
reproducible methodology for simulating cloud VPN traffic and assessing Al model

performance, which provides a valuable reference point for future studies. These
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contributions extend the existing body of knowledge by offering empirical evidence
and methodological rigor in an area where scholarly work remains limited.

Practical, beyond the academic value, the study delivers practical solutions that can be
directly applied in organizational settings. The developed prototype, which integrates
Wazuh, Zeek, Kafka, and Spark, offers a cost-effective and adaptable pipeline for real-
time VPN anomaly detection. This approach enables cloud service providers and
enterprises to strengthen their security posture without relying solely on expensive
vendor-specific tools. In doing so, the research demonstrates how academic findings
can translate into tangible cybersecurity improvements, bridging the gap between
theoretical exploration and operational implementation.

Policy wise, the findings highlight the need for organizations and regulators to
consider Al-driven anomaly detection as part of broader cloud security strategies. The
study provides evidence that can inform policy frameworks on cloud security, data
protection, and the adoption of emerging technologies to safeguard critical digital

infrastructures.

5.5 Recommendations

5.5.1 Recommendations on Research Findings

The organizations which use cloud VPN services should adopt implementation of the
developed Al-Based Anomaly Detection prototype in Cloud VPNs for real-time
anomaly detection. The Cloud Service Providers should consider adopting Al-based
anomaly detection tools, such as Isolation Forest and LSTM, within their VPN
environments. These models demonstrated the ability to detect anomalies in real time,

thereby strengthening the overall security posture of cloud-based systems. Providers
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should also prioritize integrating these tools with existing monitoring platforms to
ensure seamless detection and response.

Administrators managing OwnCloud and similar platforms should deploy hybrid
anomaly detection systems that combine signature-based and Al-based approaches.
This will help reduce false positives while ensuring that sophisticated and evolving
threats are identified in real time. Continuous monitoring and fine-tuning of detection
thresholds should be undertaken to maintain accuracy.

Policymakers should encourage and, where possible, mandate the adoption of
intelligent security monitoring tools in organizations that rely heavily on VPNs for
cloud access. Clear guidelines on compliance, data privacy, and secure anomaly
detection practices should be developed to foster trust and accountability.
Organizations using OwnCloud and VPN technologies should invest in user training
to complement technical defenses. While Al tools can significantly enhance security,
end-user awareness remains a critical layer in mitigating risks related to phishing,

misconfigurations, and insider threats.
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5.5.2 Recommendations for Further Research

While this research achieved its objectives, a few areas emerged during the research
that warrant further exploration. Future research should explore advanced lightweight
Al Models for low-powered edge devices. With the rise of edge computing, further
studies should explore efficient, low-resource Al algorithms suitable for real-time
anomaly detection in decentralized cloud VPN environments. More advanced Al
models like Autoencoders, Transformers, should be used to investigate learning for
higher temporal sensitivity in distributed cloud systems. The subsequent work should
aim to integrate multiple AI models in a layered architecture combining anomaly

detection, classification, and behavior prediction for higher detection accuracy.
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APPENDIX 1: ASAMPLE MININET SCRIPT

from mininet.net import Mininet
from mininet.topo import Topo

from mininet.cli import CLI

from mininet.link import TCLink
from mininet.log import setloglevel
from kafka import KafkaProducer
import time

import subprocess

# Kafka setup
KAFKA TOPIC = "vpn_logs'
KAFKA_BROKER = 'localhost:9092°

producer = KaftkaProducer(bootstrap servers=KAFKA BROKER)

class ThreeHostTopo(Topo):
def build(self):

hl = self.addHost('h1') # Client

h2 = self.addHost('h2') # VPN Server
h3 = self.addHost( h3') # OwnCloud
sl = self.addSwitch( sl1")

self.addlLink(h1, s1, cls=TCLink)
self.addlLink(h2, s1, cls=TCLink)
self.addLink(h3, s1, cls=TCLink)

def send to_kafka(file_path, prefix):
try:
with open(file path, 'r') as f:
for line in f:
msg = f"{prefix} | {line.strip()}"
producer.send(KAFKA TOPIC, msg.encode( utf-87))
print(f"@ Sent logs from {file path} to Kafka topic '{KAFKA TOPIC}'.")

except Exception as e:
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APPENDIX 2: A SAMPLE DATA SIMULATED

A B C D E F G H | J K L M N
1 timestamp src_ip dst_ip src_port dst port protocol packet cobyte courduration flag syn flag ack flag fin vpn anomaly
2 | 01/06/2025 00:53 10.0.130.81 10.0.159.213 7891 5000 UDP 33 75065 17.54 1 1 1 1 0
3 | 01/06/2025 03:18 10.0.115.252 10.0.80.230 6520 22 UDP 10 2100 2.85 1 0 1 0 1
4 1 01/06/2025 00:48 10.0.55.184 10.0.128.208 15362 443 TCP 65 89584 59.22 0 1 1 1 0
5 | 01/06/202500:50 10.0.252.199 10.0.166.161 24888 1194 UDP 145 22768 45,65 1 1 0 1 0
6 01/06/202501:02 10.0.79.106 10.0.73.97 7321 80 TCP 120 26845 21.58 0 1 1 1 0
7 | 01/06/2025 04:00 10.0.158.229 10.0.30.155 14748 8080 ICMP 8 3253 242 1 0 0 0 1
8 | 01/06/2025 00:22 10.0.34.49  10.0.61.64 30678 1194 UDP 145 21491 49.64 0 1 1 1 0
9 | 01/06/2025 01:57 10.0.119.33 10.0.170.26 30950 80 UDP 160 74135 16.7 0 1 0 1 0
10 | 01/06/2025 02:15 10.0.245.160 10.0.146.180 29873 80 TCP 181 84769 19.73 1 1 0 1 0
11 01/06/2025 01:15 10.0.126.83 10.0.216.218 7493 80 UDP 101 67567 36.49 0 1 0 1 0
12 01/06/202501:03 10.0.57.29  10.0.22.176 65147 5000 UDP 48 77906 28.03 0 1 0 1 0
13 01/06/202503:10 10.0.75.32  10.0.115.2 42656 3389 ICMP 5 2188 4.7 1 0 0 0 1
14 01/06/2025 00:00 10.0.112.56 10.0.54.252 50720 1194 TCP 34 52784 55.92 0 1 0 1 0
15 | 01/06/202500:34 10.0.41,91  10.0.157.142 15835 1194 TCP 50 12322 38.26 1 1 0 1 0
16 | 01/06/2025 00:58 10.0.196.200 10.0.22.216 15318 1194 TCP 48 37466 16.82 1 1 0 1 0
17  01/06/2025 02:45 10.0.207.174 10.0.240.124 37284 443 TCP 133 7864 51.33 0 1 0 1 0
18 ' 01/06/2025 02:55 10.0.132.193 10.0.79.225 8840 8080 TCP 8 4962 0.72 1 0 0 1 1

:-S iperf3 -c 10.0.0.4 -t 30 -1 1
Connecting to host 10.0.0.4, port 5201
[ 5] local 10.0.0.2 port 57248 connected to 10.0.0.4 port 5201
[ ID] Interval Transfer Bitrate Retr Cwnd
[ 5] 1.00 83.2 MBytes 696 Mbits/sec 1860 KBytes
5] 2. 00 99.5 MBytes 835 Mbits/sec 90 10 KBytes
5] .00 103 MBytes Mbits/se 90 KBytes
5] .00 124 MBytes 1.04 Gbits/se ) KBytes
5] .00 86.0 MBytes )2 Mbits/se 45 KBytes
5] .00 119 MBytes 1. Gbits/se 45 445 KBytes
5] .00 116 MBytes Mbits/se KBytes
5] .00 118 MBytes Mbits/se ) KBytes
5] .00 116 MBytes Mbits/se KBytes
5] .00 112 MBytes Mbits/se KBytes
5] 1.00 110 MBytes Mbits/se KBytes
5] 12.00 105 MBytes Mbits/se KBytes
5] .00 113 MBytes Mbits/se KBytes
5] 4.00 118 MBytes 4 Mbits/se KBytes
5] .00 122 MBytes 1.02 Gbits/se 413 KBytes
5] .00 117 MBytes Mbits/se 284 KBytes
5] .00 107 MBytes Mbits/se ) KBytes
5] 17. 18.00 95.6 MBytes Mbits/se . KBytes
5] 18. 19.00 90.4 MBytes Mbits/se 10 KBytes
5] 19. 20.00 92.5 MBytes Mbits/se 11 KBytes
5] 20. 21.00 115 MBytes Mbits/se ) KBytes
5] 21. 22.00 116 MBytes Mbits/se 219 KBytes
5] 22. 23.00 109 MBytes Mbits/se 462 KBytes
5] 23. 24.00 108 MBytes 4 Mbits/se 421 KBytes
5] 24. 25.00 110 MBytes Mbits/sec ) KBytes
5] 25. 26.00 88.9 MBytes Mbits/sec 274 KBytes
5] 26. 27.00 100 MBytes Mbits/sec . 421 KBytes
) .00 < 103 MBytes Mbits/sec 250 KBytes

=]
o

[
= o W~k WNREe @
[=a]

£ 0

7
5
6
8

A
J
P}

[y
(WS N

[y,
[=a TV, =N
[=s]
(=]

143



APPENDIX 3: PUBLICATION

Momanyi, Z., Mbandu, V., & Kinoti, P. (2025). Hybrid Model Approach for Real-Time
Detection of Anomalies in Cloud Virtual Private Network Traffic. International Journal

of Professional Practice, 13(3), 13-25. https://doi.org/10.71274/ijpp.v13i3.608

144


https://doi.org/10.71274/ijpp.v13i3.608
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KENYA METHODIST UNIVERSITY
INSTITUTIONAL SCIENTIFIC AND ETHICS REVIEW COMMITTEE (KEMU-ISERC)

P. O. BOX 267 MERU - 60200, KENYA FAX: 254-64-30162
TEL: 254-064-30301/31229/30367/31171 EMAIL: serc@kemu.ac.ke
Our Ref: KeMU/ISERC/CIS/01/2025 July 25, 2025

MOMANYI ZIPPORAH BOYANI
CIs-3-5151-2/2024

Dear Momanyi,

SUBJECT: INTEGRATING Al TOOLS FOR REAL-TIME ANOMALY DETECTION IN CLOUD VPNS:
A CASE OF OWNCLOUD

This is to inform you that Kenya Methodist University Institutional Scientific Ethics and
Review Committee has reviewed and approved your research proposal. Your application
approval number is KeMU/ISERC/CI5/01/2025. The approval period is 25% July, 2025 — 25th
July, 2026.

This approval is subject to compliance with the following requirements:-

1. Only approved documents including (informed consents, study instruments,
MTA) will be used.

11. All changes including (amendments, deviations. and violations) are submitted
for review and approval by Kenya Methodist University Institutional Scientific
Ethics and Review Committee.

1. Death and life-threatening problems and serious adverse events or unexpected
adverse events whether related or unrelated to the study must be reported to
KeMU ISERC within 72 hours of notification.

V. Any changes. anticipated or otherwise that may increase the risks or affected
safety or welfare of study participants and others or affect the integrity of the
research must be reported to KeMU ISERC within 72 hours.

V. Clearance for export of biological specimens must be obtained from relevant
institutions.

e Submission of a request for renewal of a

of the approval
renewal.

pproval at least 60 days prior to expi
. piry
period. Attach a comprehensive progress report to support the

VII. ubmission of an execu Ive summary repo a
s with 90 s upon completion of
1 Sub . K‘ ol t port 1ntnin d Y P P

Prior to commencin, our stud you will be expected to obtain a research license fror 1
gY s Y
.
National Commission for SCIEHCG.

Technology and Innovati
: ) L on NACOS
htrgs.aorls.nacostl.go.ke and also obtain other clearances needed : =
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APPENDIX 5: NACOSTI RESEARCH PERMIT

@9
REPUBLIC OF KENY/ NATIONAL COMMISSION FOR
SCIENCE, TECHNOLOGY & INNOVATION

=

——

Ref No: 473269 Date of Issue: 05/August/2025 |

RESEARCH LICENSE

This is to Certify that Ms.. MOMANYI ZIPPORAH BOYANI of Kenya Methodist University, has been licensed to conduct
research as per the provision of the Science, Technology and I ion Act, 2013 (Rev.2014) in Kisumu, Mombasa, Nairobi,
Nakuru on the topic: Integrating Al Tools for Real-Time Anomaly Detection in Cloud VPNs, Case of OwnCloud. for the period
ending : 05/August/2026.

License No: NACOSTI/P/25/4177814

/e
LY,
473269 — /

Applicant Identification Number Ag. Director General
NATIONAL COMMISSION FOR
SCIENCE, TECHNOLOGY &
INNOVATION

Verification QR Code

NOTE: This is a computer generated License. To verify the authenticity of this document,
Scan the QR Code using QR scanner application.

See overleaf for conditions
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THE SCIENCE, TECHNOLOGY AND INNOVATION ACT, 2013 (Rev. 2014)
Legal Motice No. 108: The Science, Technology and Innovation (Research Licensing) Regulations, 2014

The National Commission for Science, Technelogy and Innovation, hereafter referred 1o as the Commission, was the established under the
Sclence, Technology and Innovation Act 2013 (Revised 2014) herein after referred to as the Act. The objective of the Commission shall be to
regulate and assure quality in the science, technology and Innovation sector and advise the Government In matters related thereto.

L2

CONDITIONS OF THE RESEARCH LICENSE

. The License Is granted subject to provisions of the Constitutlon of Kenya, the Science, Technology and Innovation Act, and other

relevant laws, policies and regulations. Accordingly, the licensee shall adhere to such procedures, standards, cade of ethlcs and
guldelines as may be prescribed by regulations made under the Act, or prescribed by provisions of International treatles of which Kenya
is a signatory to.

. The research and its related activitles as well as outcomes shall be beneficial to the country and shall not in any way;

L. Endanger natlonal security
1. Adversely affect the llves of Kenyans
Hi. Be in contraventlon of Kenya's International obligations Including Blelogleal Weapons Convention (BWC), Comprehensive
Nuclear-Test-Ban Treaty Organization (CTBTO), Chemical, Biological, Radiological and Nuclear (CBRN).
Iv. Result in exploitatlon of Intellectual property rights of communitles in Kenya
v. Adversely affect the environment
vi. Adversely affect the rights of communities
vil. Endanger public safety and natlonal coheslon
vill. Plagiarize someone else's work

. The License Is valid for the proposed research, location and specified period.
. Nelther the license nor any rights thereunder are transferable.
. The Commission reserves the right to cancel the research at any time during the research perlod if in the opinion of the Commission the

research Is not Implemented In conformity with the provisions of the Act or any other written law.

. The Licensee shall Inform the relevant County Director of Educatlon, County Commissioner and County Governor before

commencement of the research.

. Excavation, filming, movement, and collection of specimens are subject to further necessary clearance from relevant Government

Agencles.

. The License does nat glve authority to transfer research materials.
. The Commission may maonitor and evaluate the licensed research project for the purpose of assessing and evaluating compliance with

the conditions of the License.

. The Licensee shall submit one hard copy, and upload a soft copy of thelr final report (thesis) ento a platform designated by the

Commnission within one vear of completion of the reseanch.

. The Commission reserves the right to modify the conditlons of the License Includlng cancellation without prior notice.
. Research, findings and Information regarding research systems shall be stored or dissemlinated, utilized or applied in such a manner as

may be prescribed by the Commission from time to time.

. The Licensee shall disclose to the Commisslon, the relevant Instltutional Scientific and Ethlcal Review Committee, and the relevant

natlonal agencles any inventions and discoveries that are of National strategic importance.

. The Commission shall have powers to acquire from any person the right In, or to, any sclentifle Innovation, Invention or patent of

strategic importance to the country.

. Relevant Instlnutional Scientific and Ethical Review Committee shall monitor and evaluate the research periodically, and make a report

af Its findings to the Commission for necessary action.

Natlonal Commission for Selence, Technology and
Innovation{(NACOSTI),
Off Walyaki Way, Upper Kabete,

P. 0. Box 30623 - 00100 Nalrobi, KENYA
Telephone: 020 4007000, 07 13788787, 0735404245
E-mall: dg@nacostl.go ke
Website: www.nacostl.go.ke
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APPENDIX 6: STAKEHOLDER QUESTIONNAIRE
Stakeholder Validation Questionnaire

Expert Validation Survey on Al-Based Anomaly Detection in Cloud VPNs: A
Case of OwnCloud

Purpose:

This questionnaire seeks to validate the relevance, feasibility, potential benefits,
challenges, and practical considerations of integrating Al-based anomaly detection
systems in Cloud VPN environments, with a focus on OwnCloud deployments. Your
responses will help refine and align the developed anomaly detection prototype with
industry expectations and real-world applicability.

"Participation in this survey is voluntary, and all responses will remain anonymous
and confidential. The information collected will be used solely for academic research
purposes to validate the relevance of Al-based anomaly detection in Cloud VPN
environments. No personal or sensitive organizational data will be collected, and
participants may opt out at any stage. By filling this questionnaire, you consent with
this declaration”.

Section A: Respondent Background

1. What is your current job role?
O IT Security Manager
0 Network/System Administrator
O Cloud Infrastructure Engineer
[0 Cybersecurity Analyst
[ Other (Specify):
2. Years of professional experience in network security or cloud systems:
[ Less than 2 years
O 2-5 years
[16-10 years
] More than 10 years
3. Have you worked with VPN technologies in a professional capacity?
L] Yes

1 No
4. Have you deployed or managed cloud-based storage solutions (e.g.,
OwnCloud)?

O Yes
d No
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Section B: Awareness & Current Practices

5.

How familiar are you with Al-based anomaly detection systems?
0 Very Familiar

[0 Somewhat Familiar

[0 Heard of them but never used

[0 Not Familiar

Does your organization currently use any form of anomaly detection for
network traffic monitoring?

O Yes, Al-based solutions
O Yes, traditional rule-based IDS/IPS
[0 No, not yet implemented

O Not sure
Rate the adequacy of traditional intrusion detection systems (IDS/IPS) in
handling encrypted VPN traffic anomalies:

O Very Effective

[0 Moderately Effective
O Slightly Effective

[0 Not Effective at All

Section C: Relevance & Importance of Al Integration

8.

10.

On a scale of 1-5, how important do you think Al is for enhancing
anomaly detection in Cloud VPN infrastructures?

0 1 (Not Important) 02 0 3 04 O5 (Very Important)
How relevant do you find integrating Al-based anomaly detection in self-
hosted cloud platforms like OwnCloud?

O Extremely Relevant
[0 Moderately Relevant
O Slightly Relevant

[0 Not Relevant

In your opinion, what are the most critical reasons for integrating Al
into Cloud VPN anomaly detection systems? (Select all that apply)

O Evolving Cyber Threats

[0 Complexity of Encrypted Traffic

[0 Real-Time Detection Needs

[ Scalability across Cloud Environments
[0 Automation of Threat Response

[0 Other (Specify):
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Section D: Expected Benefits of Al-Based Anomaly Detection

11.

12.

Which of the following benefits do you expect from Al-based anomaly
detection tools in VPN traffic monitoring? (Select all that apply)

O Improved Detection Accuracy

[0 Real-Time Threat Identification

[0 Lower False Positives

[0 Automated Alerts and Response

[0 Scalability & Adaptability

[ Better Visualization & Dashboards

[ Other (Specify):

Rate how much you agree with the following statement:

"Al-based anomaly detection will significantly improve VPN security beyond
traditional methods."

O Strongly Agree

L1 Agree

O Neutral

[ Disagree

O Strongly Disagree

Section E: Challenges and Concerns

13.

14.

15.

Which challenges or barriers do you foresee in implementing Al-driven
anomaly detection systems in Cloud VPN infrastructures? (Select all that

apply)

O Data Privacy and Compliance Concerns

[0 High Cost of Deployment

O Technical Complexity & Integration Difficulties
O Lack of Skilled Personnel

O Trust in Al Decision-Making

[0 High False Positive Rates

[ Other (Specify):

Rate how significant the challenge of “False Positives” is in current
anomaly detection systems in your experience:
[0 Very Significant

O Significant

1 Moderate

0 Minimal

1 Not a Challenge

What would be your top concerns in adopting an Al-based anomaly
detection system for your organization?
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Section F: Adoption Readiness & Expectations

16. Would your organization consider adopting Al-based anomaly detection
for its VPN infrastructure?

O Yes, definitely

[0 Maybe, if effectiveness is proven
O Unlikely

1 No

17. Rank the following features in order of importance for adopting such a
system (5=Most Important, 1=Least Important):

[0 Real-Time Detection Speed

[0 High Detection Accuracy

O Low False Positive Rate

[0 User-Friendly Dashboard/Visualization
O Easy Integration with EXxisting Systems

18. How soon do you expect Al-driven anomaly detection tools to become
standard in Cloud VPN environments?

0 Within 1 Year
[12-3 Years

[14-5 Years

[0 More than 5 Years
1 Not Sure

Section G: Feedback on the Prototype Concept

19. Based on your expertise, what are the key features or improvements you
would recommend for an Al-based anomaly detection system tailored for
OwnCloud VPN environments?

20. Any additional comments, concerns, or suggestions regarding Al
integration in VPN anomaly detection?
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